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Agenda Iltem 2

DURHAM COUNTY COUNCIL

At a Meeting of Audit Committee held in Committee Room 1A , County Hall,
Durham on Thursday 27 February 2020 at 10.00 am

Present:
Councillor E Bell (Chair)

Members of the Committee:
Councillors J Rowlandson (Vice-Chair), J Clark, B Kellett, J Nicholson,
J Robinson, J Shuttleworth and O Temple

Co-opted Members:
Mr | Rudd

1 Apologies for absence

Apologies for absence were received from Councillor C Carr and co-opted
member C Robinson.

2 Minutes

The Minutes of the meeting held on 28 November 2019 were agreed as a
correct record and were signed by the Chair.

3 Declarations of interest
There were no declarations of interest.

4 Quarter 3 2019/20 Health, Safety and Wellbeing Performance
Report

The Committee received a report from the Resources Health, Safety and
Wellbeing Strategic Group which provided an update on health, safety and
wellbeing performance for quarter 3 of 2019/2020 (for copy see file of
Minutes).

The Occupational Health and Safety Manager highlighted the key areas of
the report including:
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Quarter 2 incidents in numbers

Fire Safety Audits

Fire Incidents

Occupational Health Service

Training and Awareness Activity

Open Water Safety

Employee Mental Health and Wellbeing
Violence and Aggression

Corporate Risks

Statistical Information

Mr Rudd referred to activities in respect of open water safety and noted that
the number of homeless people in the City and around the riverside had
increased. He asked if their safety was included in the work being carried
out. The Occupational Health and Safety Manager confirmed that this was
the case and the safety of homeless people was included in multi-agency
work being undertaken in the City to tackle homelessness and anti-social
behaviour.

Resolved:
That the report be noted.

5 Agreement of Accounting Policies for Application in the 2019/20
Financial Statements

The Committee considered an update from the Principal Accountant on the
County Council’s accounting policies to be applied in the preparation of the
2019/20 Statement of Accounts and to seek confirmation that appropriate
policies were being applied (for copy see file of Minutes).

Resolved:
That the recommendations contained within the report be agreed.

6 Final Accounts Timetable for the year ended 31 March 2020
The Committee received a report from the Corporate Director of Resources
that provided Members with the Final Accounts Timetable for 2019/20
detailing the deadlines for key actions to complete the Statement of Accounts
in line with statutory deadlines (for copy see file of Minutes).

Resolved:
That the report be noted.
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External Audit - Durham County Council Audit Strategy
Memorandum Year Ended 31 March 2020

The Committee received a report from the External Auditor explaining the
scope of the audit, the risks identified and the procedures that would be
performed to deliver the audit for Durham County Council (for copy see file of
Minutes).

Mr Collins, Mazars advised of the significant risks, value for money, the fees
charged and the approach taken to materiality setting.

Councillor Robinson noted that judgements in respect of fair value
measurements of unquoted equity investments had been assessed as being
enhanced risks. The Member was informed that in accordance with the
Chartered Institute of Public Finance and Accountancy Code of Practice the
Council was required to value assets based on current use. When assets
were marketed, this was reflected in the financial statements. Councillor
Robinson asked for information on the tender process for the sale of assets,
in particular in relation to arrangements in respect of tenders received below
market value. The Member was informed that this would be referred to
Corporate Property and Land for response. Following a question from
Councillor Temple, Mr Kirkham stated that the basis of property valuation
was critically reviewed by external auditors because of the potential for
financial mis-reporting. Mazars did not look at ethical risks, although it was
noted by the Corporate Director of Resources that financial and moral risks
were linked, and that the Council’s control procedures and framework within
which assets were valued were key to mitigating risks.

Resolved:

That the external auditor’s strategy for the year ended 31 March 2020, be
noted.

External Audit Progress Report - February 2020

The Committee received a report from the External Auditor that gave an
update on progress on the External Audit report for Durham County Council
(for copy see file of Minutes).

Mr Collins, Mazars provided an update on the housing benefits subsidy
assurance, which was ongoing and the detailed findings would be presented
at the next meeting.

Resolved:

That the report be noted.
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Corporate Governance Review 2019/20 - Key Dates

The Committee received a report from the Corporate Director of Resources
that informed of the key dates for the corporate governance review for the
2019/20 financial year (for copy see file of Minutes).

Resolved:
That the report be noted.

Strategic Risk Management Progress Report for 2019/20 - Review
3 -1 October - 31 December 2019

The Committee received a report from the Corporate Director of Resources
which highlighted the strategic risks facing the Council and gave an insight
into the work carried out by the Corporate Risk Management Group between
October and December 2019 (for copy see file of Minutes).

The Risk, Insurance and Governance Manager informed Members that one
risk relating to property and land maintenance had been added and two risks
had been removed, relating to highways damage and data breaches.

Councillor Robinson considered that data breach should be retained on the
Register as a high risk. Members were informed that this had been merged
with the GDPR risk, and cyber security was included as a separate risk. More
details in relation to the Council’s cyber security controls would be reported
to a future meeting.

Following a question from Councillor Shuttleworth regarding the new
headquarters, the Member was informed that a risk assessment found that
the net risk of flooding was not high because of the proposed flood mitigation
measures included in the conditions of the planning permission. It had
therefore not been included on the Register but would be monitored.

Resolved:

That the report provides assurance that strategic risks were being effectively
managed within the risk management framework across the Council.

Revised Risk Management Policy and Strategy
The Committee received a report from the Corporate Director of Resources

which sought approval of the revised Risk Management Policy and Strategy
(for copy see file of Minutes).
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Following questions regarding the risks associated with coronavirus,
Members were assured that this was being carefully assessed, closely
following advice from Public Health.

Resolved:
That the revised Risk Management Policy and Strategy be approved.

CIPFA Statement - The Role of the Head of Internal Audit in Public
Sector Organisations

The Committee received a report from the Corporate Director of Resources
which advised of the updated statement produced by the Chartered Institute
of Public Finance and Accountancy (CIPFA) on the role of the Head of
Internal Audit in public sector organisations (for copy see file of Minutes).

Resolved:
That

a) the new CIPFA statement on the role of the head of internal audit in
public sector organisations be endorsed,;

b) the result of the assessment of compliance against the framework be
confirmed.

Emergent Internal Audit Plan 2020/21

The Committee received a report from the Chief Internal Auditor and
Corporate Fraud Manager which provided details of the emergent Internal
Audit Plan for 2020/21 and updated and engaged Members in the
development of the 2020/21 Internal Audit Plan (for copy see file of Minutes).

At the request of Mr Rudd, the Chief Internal Auditor and Corporate Fraud
Manager advised that the approach to the development of the Plan for
2020/21 was largely unchanged from the previous year, and areas for audit
coverage had been considered on a risk basis and in consultation with
Corporate Directorate Management Teams.

Resolved:

That the proposed direction and process for the development of the
emergent Internal Audit Plan be noted for formal approval on 29 May 2020.

Internal Audit Progress Report Period Ended 31 December 2019

The Committee received a report from the Chief Internal Auditor and
Corporate Fraud Manager which informed Members of the work carried out
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by Internal Audit during the period 1 April 2019 to 31 December 2019 as part
of the 2019/2020 Internal Audit Plan (for copy see file of Minutes).

The Audit and Fraud Manager highlighted progress against the Plan for each
Service Grouping, and informed Members of the amendments to the Plan
and the unplanned audit reviews in the quarter. The report also provided a
summary of the survey response rate, progress on actions due, implemented
and overdue, and the finalised audits that had been issued with a limited
assurance opinion.

Resolved:
That the following be noted:

a) the amendments made to the 2019/2020 Annual Internal Audit Plan;

b) the work undertaken by Internal Audit during the period ending 31
December 2019;

c) the performance of the Internal Audit Service during the period,;

d) the progress made by service managers in responding to the work of
Internal Audit.

Exclusion of the Public

Resolved:

That the public be excluded from the meeting for the following item of
business on the grounds that it involves the likely disclosure of exempt
information as defined in paragraph 1 of Part 1 of Schedule 12A of the Act.
Internal Audit Progress Report Period Ended 31 December 2019
The Committee received a report from the Chief Internal Auditor and Fraud
Manager which presented the appendices referenced in the Internal Audit
progress report in Part A of the Agenda (for copy see file of Minutes).

The Committee received assurances from Officers from SEND, and the Head
of Finance and Transactional Service in respect of the outstanding actions in

the Children and Young People’s Service (CYPS).

Following questions and discussion, Members requested an update on
progress in 6 months.

Resolved:

That Appendices 6 and 7 be noted, and an update on progress in respect of
outstanding actions in CYPS be presented to the Committee in 6 months.



Agenda Item 4

Audit Committee

29 June 2020

COVIiD-19 Risk Register

Report of Corporate Risk Management Group
John Hewitt, Corporate Director of Resources

Councillor Alan Napier, Cabinet Portfolio Holder for Risk

Purpose of the Report

1 The purpose of this report is to provide members of the committee with
an update on the management of risk by the council in response to the
COViD-19 pandemic.

Executive summary

2 As part of the council’s response to the COViD-19 pandemic, a task and
finish group was established to develop a risk assessment of COViD-
19. Although the initial task of establishing the COViD-19 risks has
been completed, the group has continued to meet weekly to progress
risk management issues related to COViD-19 and provide support to
the COVIiD-19 task and finish groups and the overall COViD-19
Planning Group. This will continue as the council moves into
considering its recovery arrangements.

3 Heads of Service are required to identify and assess the significant risks
to the council and the wider community as a result of the pandemic with
the support of the Risk Management Team. Each risk is assigned a risk
owner, and where appropriate, aligned to the relevant COVIiD-19 Task
and Finish Group.

4 Over recent weeks the group has worked with Heads of Service and
other COVID-19 Task and Finish Groups across the council in
developing an initial COVID-19 specific risk register. Due to the pace of
change and the speed at which the response to COViD-19 has
developed, the register is a live document and will be continually
updated during and after the crisis, whilst also feeding into the council’s
overall Strategic Risk Register.
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Highlighted in appendix 2 of this report are the top 27 key risks. These
risks are where the assessment is above the risk appetite, incorporating
an at-a-glance heat map of those risks. Mitigating actions are
considered by individual managers and corporately to manage the risks
that are set out.

It should be noted that because of the pace of the response to COVID-
19, risks and risk scores could have changed since this report was
drafted and the report therefore sets out information at the time it was
written.

The following are cross-cutting risks that affect a variety of service
areas, although they may impact each service differently and may be
considered differently, the approach to managing them needs corporate
oversight in order to ensure a coordinated approach.

o Staff shortages;
o Failure in the supply chain;
o Loss of income;
o Breach of statutory duties.

Recommendation(s)

8

Page 10

Members are recommended to:

(@) note the top 27 risks as illustrated in appendices 2 and 3;



Background

9 This report supports the council’s Risk Management Strategy and
particularly, the council’s governance arrangements for its response to
the COViD-19 pandemic.

Non-Key Risks
10 Information on those risks which are not considered to be ‘Key Risks’:

o 69 current risks which have been assessed as low scoring and
within the risk appetite;

o There are three risks which have now been closed as either the
actions are complete or the risk owner no longer considers them
as significant.

Local Resilience Forum

11  The Local Resilience Forum (LRF) also maintains a Daily Threat
Assessment, which lists the key risks and emerging threats and gives a
RAG rating to each of the key themes, these being:

o Collective capacity and capability;
. Protection from the virus;

o Caring for patients;

o Deaths management system;

o Planning for the future.

12 In addition, there is a current risk assessment document which
describes the risk areas and impact/likelihood and a detailed narrative
in terms of current actions.

13  As part of the formulation of the council’s risk register it has been
iImportant to use the LRF Daily Threat Assessment to ensure there are
no gaps in reporting.

Next Steps

14  The next stage of the management of COVID-19 related risks will be to
identify and assess those longer-term risks associated with the post
COViD-19 situation. This will include recovery of service delivery back
to business as usual, dealing with the impact on future local government
funding from central government, and the economic impact on County
Durham.
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15  The Risk Register will be kept as a live document to ensure all relevant
risks are captured, managed or mitigated.

Author(s)

Paul Bradley Tel: 03000 269645
David Marshall Tel: 03000 269648
Kevin Roberts Tel: 03000 269657
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Appendix 1. Implications

Legal Implications
There are no direct implications, but effective risk management helps to
ensure compliance with legal and regulatory obligations.

Under the Civil Contingencies Act 2004, local authorities have a duty to
collaborate with others to protect the public, which includes assessing risks
and promoting business continuity and resilience. The council is designated
as a category one responder under the Act and as such collaborates with
other agencies through the County Durham and Darlington Local Resilience
Forum.

Finance

There are no direct financial implications, but effective risk management helps
to avoid or minimise financial loss.

Consultation

All relevant Strategic Managers, Heads of Service and Corporate Directors
have been consulted in producing the COVID-19 specific risk register.
Equality and Diversity / Public Sector Equality Duty

There are no equality and diversity / public sector equality duty implications as
a result of this report.

Climate Change

There are no direct climate change implications, but effective risk
management helps to avoid or minimise adverse impacts.

Human Rights

There are no human rights implications as a result of this report.

Crime and Disorder
There are no crime and disorder implications as a result of this report.

Staffing
All staffing implications are documented within the risk register.

Accommodation
There are no direct accommodation implications as a result of this report.

Page 13



Risk
This report supports the delivery objectives of the council’s risk management
strategy.

Procurement
There are no direct procurement implications as a result of this report.
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Heat Map and Risk Assessment Criteria

Net Impact

5 CRITICAL

> £15m

Inability to meet statutory duties

Key services not deliverable
Significant legal action / challenge
Regulatory intervention

Strike action, Council-wide or critical
service long-term

Health and wellbeing: loss of life, long-
term disability

Perception Council ‘not fit to deal with’

4 MAJOR

£5m - £15m

Major disruption, statutory services
Cabinet intervention

Strike action, Council-wide or critical
service short-term

Health & wellbeing: major impact
Serious reputational damage:
regional/national

Damaged relationships: Government,
partners

4 Social Care/Public Health Providers
5 Adult Service User Death (SC&C)
6 Child Abuse/Harm/Death
7 Council Tax Reliefs
8 Business Rates Reliefs
9 Drug & Alcohol Recovery Service

10 Equipment Inspections

13 Business’ Needs (Comms)
14 Staff Claims (SC&C)
15 Health & Safety Equipment (SC&C)

16 Financial Impacts

17 Staff Infections (HR)

18 Cyber Attack (ICT)

19 Strategic Suppliers

20 Re-opening Schools

21 Consumer Confidence
22 Health & Wellbeing Inequality
(HW&C)
23 Capacity and Resources (HW&C)
24 PPE Shortage (DCC & schools)
(BE&I)

3 MODERATE

£1m - £56m

Moderate disruption, statutory services
CMT intervention

Limited strike action

Health & wellbeing: moderate impact
Quality of life: impact on large section
of community

Negative regional/national press
Relationships: criticism from
Government, partners

ZQ'WJSVIINOR
(]

TUNSIGNIFICANT
AN

Net Likelihood

1 Remote
(less than 11%)

3 Possible
(31-60%)

2 Unlikely
(11-30%)

1 PPE Shortage (LRF)

2 Child Safeguarding Demand

3 Community Redundancies
(B&ER)

25 Homeworking (Finance)

26 Household Waste Recycling
Centres

27 Commercial Leases

4 Probable
(61-80%)

11 Social Media Misinformation

12 Increased Demand for Children
Looked After

5 Highly Probable (>80%)




Appendix 3

T
L;.’!; Key Risks Ranked by Net Score
|_\
Q)
Net Net
Rank | Risk Impact Likelihood
1-5) (1-5)
1 Shortage of PPE, potentially leading to a further escalation and serious, widespread harm to individuals. Critical Probable
2 Increase in demand for children's safeguarding services post coronavirus period. Major Probable
3 Redundancies in recovery phase of the COVIiD-19 pandemic and impact on unemployment particularly in tourism, retail and Major Probable
suppliers in the automotive sector.
4 Social care/public health/independent providers are unable to operate, and care offerings are no longer available- thus quality Critical Possible
of care reduces, and vulnerable clients are at greater risk of harm.
5 Death or significant harm to an adult service user as consequence of council action/inaction Critical Possible
6 Increased risk of abuse/harm/death to a child/young person. Critical Possible
7 Uncertainty around targeting, eligibility, accuracy, implementation and processing of council tax relief and support for Critical Possible
residents.
8 Uncertainty around targeting, eligibility, accuracy, implementation and processing of business rates grants and reliefs. Critical Possible
9 Drug and Alcohol Recovery Service (DARS): Potential overdose by high-risk, vulnerable clients receiving the frequent (1-3 Critical Possible
days) supervised consumption service, as a result of service withdrawal by pharmacy chains.
10 If inspections of lifting and pressure equipment are suspended for a considerable period, then this increases the risk of an Critical Possible
avoidable accident occurring
11 Potential malicious misinformation through social media platforms. Moderate Highly
Probable
12 Risk that children remain in the CLA system for longer, impacting on outcomes, available resources and finances. Moderate Highly
Probable
13 Potential failure to respond to the needs of businesses Major Possible
14 Staff bring claim against council Major Possible
15 Staff cannot safely operate due to lack of health and safety equipment Major Possible
16 Financial impacts of COViD-19 may not be covered by government support in respect of additional expenditure and loss of Major Possible
income.
17 Potential adverse impacts of COViD on employee health and wellbeing (contracting the disease). Major Possible
18 Increased risk of cyber-attack and other IT security breaches. Major Possible




Key Risks Ranked by Net Score

Strategically important supply base such as Home to School Transport may not survive current COViD-19 pandemic despite
supplier relief being available

20 | Lack of coherent joined up strategy around return to normality in schools.

21 | Potential lack of consumer/ employee confidence to resume normal activities, resulting in delayed economic recovery (B&ER).
22 | Inequalities increase during this phase of the pandemic and HWC group is not responsive enough

23 | Recommendations from health, wellbeing and communities impact assessments cannot be delivered due to capacity and

resources

24

Shortage of PPE for key DCC services and schools.

25

If the lockdown period is extended significantly, temporary, improvised homeworking arrangements for some staff will have
adverse impacts on productivity and service standards.

26

Potential disruption, due to high demand, at newly reopened Household Waste Recycling Centres.

27

Inability to retain or find tenants for Council-owned commercial units, leading to medium to long term losses in revenue.

LT abed
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Agenda Iltem 5
Audit Committee

29 June 2020

Quarter 4 2019/20 Health, Safety County Council s}élﬁgr
and Wellbeing Performance
Report

1.

Report of Resources Health, Safety and Wellbeing Strategic Group
(HSWSG)

Report of Kevin Lough, Occupational Health and Safety Manager, Resources.

Electoral division(s) affected:
Countywide.

Purpose of the Report

2.

To provide an update to CMT on the council’s Health, Safety and Wellbeing
(HSW) performance for Quarter four of 2019/20.

Executive summary

3.

Work regarding supporting employee mental health and wellbeing continued
with pace throughout the quarter however this has been redirected to focus
on the new challenges presented by COVID 19 pandemic. Focus will now be
placed on new employee working arrangements particularly regarding
homeworking, social isolation and mental health.

Another high volume of fire safety audits were completed during this quarter
with 31 undertaken in a range of priority council premises. There were four
fire related incidents across a number of council premises during this quarter.

HSE inspectors audited the Council asbestos management standards within
schools again during this quarter, with another positive outcome and
compliance achieved.

Statistical data for the year indicates a positive outlook in terms a minimal
increase in overall accidents, a reduction in RIDDOR over 7 day absence
reportable accidents and only five RIDDOR specified reportable injuries.

Approximately 230 investigations, proactive and reactive H&S audit related
activities have been undertaken during the quarter. Internal and external
enforcement fire safety auditing has again demonstrated good levels of
compliance across a range of premise and service provision types.

Recommendation(s)

8.

That CMT note and agree the contents of this report.
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[ Health, Safety & Wellbeing Quarter 4 2018/20 in Numbers ]

Accidents, incidents

379 and near misses gsﬂfn

reported
{361 in Q1 2015/20 Of all reported accidents are
335 in @2 2019720 gither no injury or near miss

385 in Q3 20159020)
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Background

9. The HSWSG has been established to ensure that suitable priority is given to
the management of HS&W within the council. The group monitors the
development, implementation and review of the Corporate H&S Policy to
ensure that it is consistently applied throughout the council and that
performance standards are achieved. Key reporting topics are detailed
below.

Consultation/Communication

10. Trade Union H&S representatives continue to actively participate in the
corporate and service specific H&S meetings. Each service grouping has an
established H&S forum that has met since the last HSWSG meeting in
January 2020. The H&S team continue to undertake a range of joint audit
and inspection programmes in conjunction with trade union H&S
representatives, particularly within Regeneration and Local services
(REAL).

11. During Quarter four, one joint inspection was undertaken with a trade union
employee safety representative within REAL. One inspection undertaken
within refuse and recycling. Remedial actions were identified, implemented
and monitored and discussed at the direct and technical services health and
safety forums.

12. During the quarter there were five audits carried out with TUs. Three in
extra care schemes with the GMB employee safety representative, one at
Abbey Day Centre with David Clegg and one at Park House with Unison
employee safety representative.

13. A monthly consultative management and trade union representative
meeting, supported by H&S and HR officers, has been established at
Aycliffe Secure Centre. This follows some concerns being raised by
employees at the centre and enables a collaborative approach to reviews
and improvements to working practices. Two meetings have taken place to
date.

14. An additional consultative forum has been established since the interdiction
of CPAL and this will reflect the revised service provisions within this area of
REAL. Further consideration will be given to the requirement for additional
consultative forums when the regeneration and economic growth and
neighbourhoods and climate change service groupings are formed.

Fire Safety - Fire Audits (Internal)

15. There have been 31 internal fire safety audits completed during Quarter
four. These were at a range of council premises such as schools’ settings,
Locality buildings, Leisure centres, Aykley Heads Registry office and
Sevenhills. Resource Centre.
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Fire Incidents

16. There were four fire related incidents at Council premises or staffed
premises or onboard DCC vehicles during Quarter four. These were at
These were at Bluebell Meadows Primary School, Maple Court Extra Care
Scheme Consett, A167 Rushyford, and Chester le Street Riverside Sports
Complex.

Fire Inspections — County Durham and Darlington Fire and Rescue
Service

17. There have been three Fire and Rescue Service inspections of Council
premises during Quarter four. These were at Blackhall Colliery Primary
School and Ox Close Nursery School and Units 14-16 at Stella Gill
Industrial Estate.

Enforcement Body Interventions & Significant Incidents

18. Following a RIDDOR report in relation to a pool hoist failure at Consett
Leisure Centre, HSE have contacted asking for further information such as
copies of LOLER certificates, confirmation of SWL of hoist, how DCC ensure
the hoist is not overloaded and what inspections are undertaken. All
information has been provided and there were no injuries involved with the
pool hoist failure.

19. There have been no prosecutions, prohibition or improvement notices and
fees for intervention served within CYPS by the enforcement agencies during
quarter four in relation to H&S or Fire Safety.

20. On 4 February 2020 the HSE visited West Pelton Primary School as part of
a campaign to seek reassurance about the management of asbestos. The
H&S Team Leader, Head Teacher and DCC Asbestos Officer met with the
HSE inspector and shared with him all requested information. The inspector
was very complimentary about the manner in which asbestos was being
managed within the school and other schools in the county.

Health and Safety Team Audit, Inspection and Training statistics

21.During quarter four, the H&S team have undertaken a wide range of
proactive and reactive activities across the Council as detailed in the table

below.
Accident Proactive/planned Reactive
Investigations Audits Audits/Advice

30 102 104
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Occupational Health Service

22. During Quarter 4, 270 employees participated in clinical consultations with
the OHS, following management referral in relation to Long Term Sickness
Absence (LTSA), Short Term Sickness Absence (STSA), Management
Concerns (Man Con) Reviews, and Re referral appointments, Long Term
Sickness Absence/Short Term Sickness Absence (LTSA/STSA)

23. Routine physiotherapy clinics run one day per week in the OHS at County
Hall under contract with the OHS. At the time of preparing this report
(15/04/2020) the waiting time for an initial assessment is 4 working days.
The OHS will continue to monitor this waiting time and report to this group.

24. During Quarter 4, a total of 118 employees attended OHS appointments for
routine statutory health surveillance, 104 with an Occupational Health Nurse
and 14 with the Senior Occupational Health Physician. During Quarter 4,
10% (n=11) employees failed to attend their appointment with the OHS in
relation to statutory health surveillance.

Additional
Support A&H Re Service Q4, Qs3, Q2, Q1, Q4,
services CYPS | RealL TAP | not 19/2 19/2 19/2 19/2 18/1
accessed via detailed | Total | Total | Total | Total | Total

the OHS

Number of 1 6 17 1 3 - 28 34 29 31 26
routine
physiotherapy
referrals

Number of 6 11 65 6 14 - 102 117 149 105 100
routine
physiotherapy
sessions

Number of 2 4 10 2 2 - 20 14 3 9 11
‘face to face’
counselling
referrals

Number of 10 7 11 13 2 - 43 28 33 22 25
‘face to face’
counselling
sessions

Total number 14 24 8 30 2 13 91 111 98 92 101
of calls to the
EAP

Telephone 1 2 0 4 0 2 9 50 14 11 8
EAP
structured
counselling
cases

Telephone 19 17 3 18 0 13 70 63 62 58 54
EAP
structured
counselling
sessions

Online hits - - - - - - Not Not Not Not 276
availa | avail avail avalil
ble able able able
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Health and Safety Training & Awareness

25. Various H&S training and awareness activities, some of which provided

direct by the H&S team, have taken place across service groupings in
Quarter four. These have included:

e Accident reporting, accident investigation and PVPR reporting.
e Enact training.
e Risk assessment and control of contractors

e Passport to work sessions covering construction dust, skin protection,
work-related musculoskeletal disorders and prevention and accident
reporting.

e School governor H&S training.
e Risk register training.
e Lone working/personal safety training to CPAL staff.

e Fire marshal/fire extinguisher training.

Open Water Safety

26.

27.

28.

29.

30.

The City Safety Group (CSG) and county wide Open Water Safety Group
convened during Quarter four.

It was positive to note that there were no reported water related incidents
within the city centre in the quarter four reporting period. The CSG is focusing
on putting arrangements in place for the retraining of licensed premises staff
to enable them to effectively manage and assist during high footfall events
during the year. The training is aimed at improving knowledge and awareness
of vulnerable people who may have become detached from their social group
and require signposting to safe routes/options home.

In relation to antisocial behaviour within the city centre, a multi-agency
approach continues to progress solutions in relation to anti-social behaviour.
There has been a positive response and improved confidence from local
business in relation to the additional neighbourhood warden resources and
local policing interventions.

From a County wide perspective, there was one reported fatal incident
involving open water. A thirteen year old male was recovered from the River
Wear near Toronto bridge in Bishop Auckland on 24 February 2020. Police
reported that there were no suspicious circumstances and the case would be
referred to the coroner.

Work has commenced on the review of coastal risk assessments which were
previously undertaken by the RNLI. Information has been shared with RNLI
counterparts and an agreement has been made that county durham coastal
locations and associated beaches will be re-assessed in 2020.
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31. Work had also commenced on preparing for the annual cold water shock
awareness campaign which was due to be delivered in county durham
schools throughout June and July 2020. This work has been ceased at the
end of March 2020 due to the COVID 19 pandemic.

Employee Mental Health and Wellbeing

32. The council has been progressing with the better health at work award
continuing excellence award submission following achievement of gold
award status.

33. There has been progress in relation to the production of a comprehensive
strategy and action plan, which sets out workforce health and wellbeing as
being a strategic priority for the council.

34. Work commenced on a follow up working well HSE stress management
survey following an initial organisational survey in 2017. The employee
health and wellbeing group commenced work on the survey content and a
report was due to be submitted regarding this proposal in April 2020. This
has now been postponed due to the COVID 19 pandemic. Despite this work
will continue to look to deliver five health and wellbeing campaigns
comprised of multiple activities and with some good cross-topic links. These
campaigns are now going to focus on mental health, wellbeing and physical
activity given that at the end of quarter four the majority of employees were
working remotely from home due to COVID 19.

35. Following a procurement process, the council also renewed the contract
with the existing employee assistance programme provider Health Assured.
This enables the council to continue to provide professional quality assured
external support to employees across a range of areas and in particular
those challenges associated with COVID 19 pandemic. Ongoing
communications will be issued throughout quarter one to promote the EAP
service and how and who can access it.

36. Following the change in working practices at the end of quarter four due to
COVID19 the H&S team produced working from home support guides to
employees and this also included mental health and wellbeing support
options via the EAP. Work was undertaken with ICT, facilities and premise
management to ensure that employees had access to the equipment they
needed whilst working remotely at home. A drive in facility was established
at Meadowfield depot for employees to obtain additional equipment.

Violence and Aggression — Potentially Violent Persons Register (PVPR)

37. At the close of Quarter four 2019/20, there were 91 live entries on the PVPR
register. The 12 month rolling figures for PVPR live entries are as follows:

Year Quarter PVPR live entries

2019/20 1 89
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2019/20 2 86
2019/20 3 83
2019/20 4 91

Number of Live Records 91

Number of Additions 19

Number of Removals 12

Number of Warning Letters Sent 2

Number of PVPR Appeals 0

Corporate risks that may have an impact on Health and Safety as at
22/04/2020
38.This is the current list, with a new addition since the last period.
Ref | Service Risk Treatment

1 CYPS Failure to protect a child from death or | Treat
serious harm (where service failure is a
factor or issue)

2 REAL Serious injury or loss of life due to| Existing
Safeguarding failure (Transport Service) controls

considered
adequate

3 AHS Failure to protect a vulnerable adult from | Treat
death or serious harm (where service
failure is a factor or issue).

4 T&P Breach of duty under Civil Contingencies | EXxisting
Act by failing to prepare for, respond to | controls
and recover from a major incident, leading | considered
to a civil emergency. adequate

5 RES Serious breach of Health and Safety | Existing
Legislation controls

considered
adequate

6 REAL Potential serious injury or loss of life due | Treat
to the Council failing to meet its statutory,
regulatory and best practice
responsibilities for property and land.

7 RES Potential violence and aggression | EXxisting
towards members and employees from | controls
members of the public considered

adequate
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Statistical Information

39. The H&S team in conjunction with service H&S providers continue to
record, monitor and review work related accidents, incidents and ill health.
This data is captured through internal reporting procedures and the
Corporate H&S Accident Recording Database (HASARD). It is important to
note that when setting future performance targets this data should be
utilised.

Main implications
Legal

40. Compliance with statutory legislative requirements reduce risks of
enforcement action and/or prosecution against the council or individuals. It
will also assist in defending civil claims against the council from employees
and members of the public, including service users.

Finance

41. Compliance with legislative requirements will reduce increased service
delivery costs, financial penalties associated with H&S sentencing
guidelines 2016 and successful civil claims against the council. Financial
costs may be insured to some degree and uninsured in some cases, with
poor outcomes possibly leading to increased insurance premiums. Financial
implications also include staff absence associated with physical and mental
ill health, staff training, retention, recruitment and productivity.

Staffing

42. In relation to impact on staffing due to employee absence from injury or ill
health, attendance management, employee complaints and grievances,
recruitment, selection and retention of employees.

Conclusions

43. Work regarding supporting employee mental health and wellbeing changed
route significantly at the end of quarter four based on the COVID 19
pandemic. Focus will now be placed on new working arrangements and
emerging challenges regarding homeworking and social isolation during the
latter part of quarter four and first quarter of 2020/21. This will incorporate
emphasis on mental health and wellbeing at home, staying active and
ensuring employees have support in terms of working safely for those
undertaking key workers roles. Additional support mechanisms have also
been put in place to address employee sickness and family bereavement.

44. Another high number of fire safety audits were completed during this
quarter. A number of fire related incidents occurred in quarter four and
unlike quarter three there are no recurring arson related themes. It is
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noteworthy that there has been a further refuse vehicle related fire incident,
this has been one of several throughout 2019/20. The H&S team, service
managers and trade union safety reps continue to work together to minimise
risks regarding refuse vehicle fires and monitor control measures which
have been implemented to deal with a fire in such circumstances.

45. There was another positive outcome from an HSE audit of the councils
asbestos management standards and legislative compliance. This has
followed previous activities by the HSE and evidences compliance win this
area.

46. The Health and Safety team are proactively supporting revised service
groupings to ensure that risks are assessed, controlled and managed
accordingly. Training and awareness for managers and core employees is
also being provided where required.

47. Statistical data for the year indicates a positive outlook in terms a minimal
increase in overall accidents, a reduction in RIDDOR over 7 day absence
reportable accidents and only five RIDDOR specified reportable injuries
reported during 2019/20.

Other useful documents

48. Occupational Health quarter four 2019/20 Report

49. Health, Safety and Wellbeing statistical quarter four 2019/20 report
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Appendix 1: Implications

Legal Implications - Failure to comply with statutory legislative requirements
may result in enforcement action and/or prosecution against the council or
individuals. There are risks from civil claims against the council from
employees and members of the public, including service users.

Finance — Failure to comply with statutory legislative requirements may result
in enforcement action, including prosecution against the council or individuals.
These enforcement actions may result in increased service delivery costs,
financial penalties associated with H&S sentencing guidelines 2016 and
successful civil claims against the council. Financial costs may be insured to
some degree and uninsured in some cases, with poor outcomes possibly
leading to increased insurance premiums.

Consultation - Service Grouping strategic managers and operational
management staff have been consulted in the preparation of this report.

Equality and Diversity / Public Sector Equality Duty - Equality Act
compliance ensures consistency in what the council and its employees need
to do to make their workplaces a fair environment and workplace reasonable
adjustments are required.

Climate change- None

Human Rights - The right to a safe work environment, enshrined in Article 7
of the International Covenant on Economic, Social and Cultural Rights, links
with numerous human rights, including the right to physical and mental health
and well-being and the right to life.

Crime and Disorder — None.

Staffing — Potential impact on staffing levels due to injury and ill health
related absence, staff retention and replacement staff.

Accommodation — The report references H&S related risks associated with
workplaces some of which may have impact on accommodation design and
provision of safety systems and features.
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Risk — This report considers physical and psychological risks to employees,
service users and members of the public. Risks also relate to the failure to
comply with statutory legislative requirements, which may result in civil action
being brought against the council and enforcement action, including
prosecution against the council or individuals. These enforcement actions
may result in financial penalties, loss of reputation and reduction in business
continuity.

Procurement — None
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Agenda Item 6

Audit Committee

29 June 2020

County Council &

Internal Audit Progress Report Period
Ended 31 March 2020

Report of Paul Bradley, Chief Internal Auditor and Corporate Fraud
Manager

Electoral division(s) affected:
Countywide.

Purpose of the Report

1 To inform Members of the work that has been carried out by Internal
Audit during the period 1 April 2019 to 31 March 2020 as part of the
2019/2020 Internal Audit Plan.

Executive Summary

2 The report provides Members with the progress that has been made in
achieving the Internal Audit Plan for 2019/2020 up to 31 March 2020
and aims to:

(a) Provide a high level of assurance, or otherwise, on internal
controls operating across the Council that have been subject to
an Internal Audit of systems and processes;

(b) Advise of issues where controls need to be improved in order to
effectively manage risks;

(c) Advise of other types of audit work carried out such as grant
certification or consultancy reviews where an assurance opinion
on the control environment may not be applicable;

(d)  Advise of amendments to the Internal Audit Plan;

(e) Track the progress of responses to Internal Audit reports and the
implementation of agreed audit recommendations;

(f)  Advise of any changes to the audit process;

(g) Provide an update on the performance indicators comparing
actual performance against planned
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3 The appendices attached to this report are summarised below. Those
marked with an asterisk are not for publication (Exempt information
under Part 3 of Schedule 12a to the Local Government Act 1972,
paragraph 3).

(@) Appendix 2 — Progress against the Internal Audit Plan;

(b)  Appendix 3 — Final reports issued in the quarter ended 30 June
2019;

(c) Appendix 4 — The number of high and medium priority actions
raised and implemented;

(d)  Appendix 5 — Internal Audit performance indicators;
(e) Appendix 6* — Overdue Actions;

Recommendations
4 Members are asked to note:

(@) The amendments made to the 2019/20 Annual Internal Audit
Plan;

(b)  The work undertaken by Internal Audit during the period ending
31 March 2020;

(c) The performance of the Internal Audit Service during the period;

(d)  The progress made by service managers in responding to the
work of Internal Audit.
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Background

5 As an independent consultancy service, the Council’s Internal Audit
Team strives to continue to add value and improve the organisation’s
operations as well as providing objective assurance to service
managers and the Council.

6 The Internal Audit Strategy and Annual Internal Audit Plan, covering the
period 1 April 2019 to 31 March 2020, was approved by the Audit
Committee on 31 May 2019.

Progress against the Internal Audit Plan

7 A summary of the approved Internal Audit Plan for each Service
Grouping, updated to include work in progress and any audits brought
forward from last year’s plan, is attached at Appendix 2. The appendix
illustrates the status of each audit as at 31 March 2020 and, where
applicable, also gives the resultant assurance opinion.

8 A summary of the status of audits in 2019/20 is illustrated in the table
below:

Not Plaannrl:ng In Progress
Started . g
Preparation

Final
Report /
Complete

Draft
Report

Service Grouping

Adult and Health
Services (AHS) 0 3 3 0 15
Children and Young
People’s Services

(CYPS) 0 1 5 0 22
*Excluding Schools
Regeneration and

Local Services 6 5 5 1 45
(Real)

Resources (RES) 0 17 18 1 60
Schools 0 0 0 8 50
TOTAL 6 26 31 10 192

9 A summary of the final internal audit reports issued in this quarter is
presented in Appendix 3.

10  The total number of productive Internal Audit days required to deliver
the plan is 4,631. As at 31 March 2020, the service had delivered 4,522
productive days, representing 98% of the total plan. The target at the
end of the quarter was for 90% to be delivered, therefore performance
has exceeded the target.
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Internal Audit activity in the quarter

Amendments to the Approved 2019/2020 Internal Audit Plan

11 The following seven reviews were removed from the approved Internal

Audit Plan in the quarter, following agreement between Corporate

Directors and the Chief Internal Auditor and Corporate Fraud Manager.

Service Grouping

Audit Type

Reason

Adult and Health Continuing Health | Assurance Service request to defer review
Services (AHS) Care in this area.

Children and Young | Home to School Assurance Review cancelled in light of
People’s Services Transport corporate review of this activity
(CYPS) Arrangements to be undertaken.

Children and Young | School Attendance | Assurance Activity deferred to 20/20/21.
People’s Services Enforcement

(CYPS)

Children and Young | Liquidlogic: Phase | Advice & Activity cancelled as Internal

People’s Services
(CYPS)

2 Implementation -
SEND

Consultancy

Audit represented on Support
Packages Working Group
established to consider a range
of current support arrangements
and alternatives.

Regeneration and Atlantic Geoparks Grant Agreed with Service to defer
Local Services two of the grant reviews to
(Real) 2020/21 as not yet required.
Resources (RES) Data Quality Assurance Review deferred to 2020/21.
Resources (RES) Digital Durham Grant Certification deferred to 2020/21

12

Sixteen unplanned reviews were added to the Internal Audit Plan in the

quarter. These reviews, which are detailed below, were sourced from
the service contingency provision within the Internal Audit Plan.

Service Grouping

Audit Type

Reason

Adult and Health
Services (AHS)

Care Academy

Advice &
Consultancy

Support requested in relation
to operation of Incentive
Voucher Scheme.

Adult and Health
Services (AHS)

Integrated
Payments Project
Team

Advice and
Consultancy

Internal Audit request to join
working group.

Adult and Health
Services (AHS)

Continuing Health
Care Validation
Panel Decision
Making Process

Assurance

Service request to provide
assurance over arrangements
in operation. Activity start has
been deferred due to COVID-
19.
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Service Grouping

Children and
Young People’s
Services (CYPS)

Audit

Home to School
Transport Review

Audit Type

Advice &
Consultancy

Reason

Service request for Internal
Audit to attend Executive
Board / Working Group
meetings.

Children and SFVS Training for Advice & Provision of training to two
Young People’s Headteachers, Consultancy groups containing
Services (CYPS) School Business Headteachers, School
Managers & Business Managers &
Governors Governors to provide a
detailed update on changes to
the content of the Schools
Financial Value Standard for
2019/20.
Regeneration and | InnovateUK Grant Request for certification to be
Local Services carried out.
(Real)
Resources (RES) | Enforcement Advice & Request by service to attend

Programme Board

Consultancy

the Programme Board.

Resources (RES) | Cash Management | Assurance Service request to add
— Bishop Auckland assurance review.
Registrars

Resources (RES) | Debtors — Extended | Assurance Realigning resources as a
Testing (Credit result of COVID-19.
Notes)

Resources (RES) | Debtors — Extended | Assurance Realigning resources as a
Testing (Write Offs) result of COVID-19.

Resources (RES) | Debtors — Extended | Assurance Realigning resources as a
Testing (VAT result of COVID-19.
Analysis)

Resources (RES) | Debtors — Extended | Assurance Realigning resources as a
Testing result of COVID-19.
(Outstanding
Balances)

Resources (RES) | Creditors — Assurance Realigning resources as a
Extended Testing result of COVID-19.
(Exceptions)

Resources (RES) | Creditors — Assurance Realigning resources as a

Extended Testing
(Manually scanned
invoices paid late)

result of COVID-19.
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Service Grouping Audit Audit Type Reason

Resources (RES) | Creditors — Assurance Realigning resources as a
Extended Testing result of COVID-19.
(Holds cleared but
invoice not paid)

Resources (RES) | Creditors — Assurance Realigning resources as a
Extended Testing result of COVID-19.
(Unpaid invoices
more than 30 days
old)

Outstanding Management Responses to Draft Internal Audit
Reports

13  There are no responses to draft internal audit reports overdue at the
time of writing.

Survey Response Rate

14  The table below sets out the response rate and average score, by
Service Grouping, for the customer satisfaction surveys issued during
the period up to 31 March 2020.

Surveys | Surveys % Av.

Service Grouping

issued | returned returned score

Adult and Health Services

(AHS) 4 2 50 4.4
Children and Young People’s

Services (CYPS) 6 5 83 4.3
*Excluding Schools

Regeneration and Local

Services (Real) 19 17 89 4.8
Resources (RES) 36 36 100 4.6
Schools 43 25 58 4.7
TOTAL 108 | 85 79 4.6

Responses to Internal Audit Findings and Recommendations

15  Details of the numbers of High and Medium priority ranked
recommendations that have been raised and those that are overdue, by
Service Grouping, are presented in Appendix 4.
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16 A summary of progress on the actions due, implemented and overdue,
as at 31 March 2020, is given in the table below.

No.

No. of No. yvith Overdue

Actions Actions Revised by

Service Grouping Due Implemented Original Target Revised

Target Date Target

Date Date

Adult and Health 67 64 3 (4%) 3 0
Services (AHS)

Children and
Young People’s 176 173 3 (2%) 3 0

Services (CYPS)
[Excluding Schools]
Regeneration and
Local Services
(Real)

Resources (RES)

181 165 | 16 (9%) 10 6

302 277 | 25 (8%) 25 0

47 (6%)

*

Includes six high priority actions to be confirmed as implemented at follow up.

17  ltis encouraging to note that, of the 726 actions due to be implemented,
679 (94%) have been implemented.

18  Details of the actions that are overdue, following their agreed original
target dates, are included at Appendix 6.

19  Usually, there would be no actions to report as overdue by revised
target date, as we would ‘chase’ action owners to ensure a response
was provided. However, due to the current situation with COVID-19, the
decision was taken that we would not do this and any non-responses
were left as such. Details of the six actions overdue by their original
target date are shown in red in Appendix 6.

Limited Assurance Audit Opinions

20  There have been no audits, finalised in this quarter, that have been
issued with a ‘limited assurance’ opinion.
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Performance Indicators

21 A summary of actual performance, as at the end of March 2020,
compared with our agreed targets, is detailed in Appendix 5.

Contact: Paul Bradley Tel: 03000 269645
Paul Monaghan Tel: 03000 269662
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Appendix 1: Implications

Legal Implications

The Accounts and Audit Regulation 2015 (Part 2, Section 5) states a relevant
authority must undertake an effective internal audit to evaluate the
effectiveness of its risk management, control and governance processes,
taking into account public sector internal audit standards or guidance.

Furthermore, Internal Audit assists the Corporate Director of Resources in
fulfilling their duties under Section 151 of the Local Government Act 1972
which requires each Local Authority to make arrangements for the proper
administration of their financial affairs.

Finance

There are no direct financial implications associated with this report.
Internal Audit work has clear and direct effects, through recommendations
made, to assist in improving value for money obtained, the probity and
propriety of financial administration, and / or the management of operational
risks.

Consultation

All Corporate Directors and Heads of Service.

Equality and Diversity / Public Sector Equality Duty

There are no equality and diversity / public sector equality duty implications as
a result of this report.

Climate Change

There are no direct implications on climate change as a result of this report,
however the Internal Audit Service ensures that it considers climate change
and sustainability in the recommendations that are made.

Human Rights
There are no human rights implications as a result of this report.

Crime and Disorder
There are no crime and disorder implications as a result of this report.

Staffing
There are no staffing implications as a result of this report.
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Accommodation

There are no accommodation implications as a result of this report.

Risk

The key risk is that actions agreed in audit reports to improve the control
environment and assist the Council in achieving its objectives are not
implemented. To mitigate this risk, a defined process exists within the Service
to gain assurance that all actions agreed have been implemented on a timely
basis. Such assurance is reflected in reports to the Audit Committee. Where

progress has not been made, further action is agreed and overseen by the
Audit Committee to ensure action is taken.

Procurement

There are no procurement implications as a result of this report.
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INTERNAL AUDIT PLAN PROGRESS AS AT 31 MARCH 2020

SERVICE GROUPING SERVICE DIT TYPE STATUS OPINION
2018 / 2019 Internal Audit Plan - Audits Brought Forward
Adult and Health Services Commissioning Section 117 Assurance Defer to 2020/21
Adult and Health Services Commissioning CHC Assurance Defer to 2020/21
Adult and Health Services Adult Care Social Care Direct Advice & Consultancy Cancelled
Adult and Health Services Commissioning Supplier Masterfile Commissioning - SSID Independent Sector Suppliers (Follow Up) Folllow Up Final N/A
Adult and Health Services Commissioning Direct Payments Cards Advice & Consultancy Complete N/A
Adult and Health Services Commissioning Development of a Direct Payment Audit Risk Tool Advice & Consultancy Complete N/A
Adult and Health Services Public Health Pharmoutcomes - Data Matching Advice & Consultancy Complete N/A
Children and Young People's Services Education High Needs Budget Assurance Final Limited
Children and Young People's Services Locality and Operational Support Petty Cash Arrangements across CYPS Locality Offices (Follow Up) Follow Up Defer to 2020/21 N/A
Children and Young People's Services Education Adult Learning Services - Apprentices Advice & Consultancy Final N/A
Children and Young People's Services Locality and Operational Support Caldicott Assurance Final Moderate
Children and Young People's Services Early Help, Inclusion and Vulnerable Children Troubled Families Programme - Claim 04 Grant Final N/A
Children and Young People's Services Locality and Operational Support Section 17 Follow Up Assurance Final N/A
Children and Young People's Services Schools Safe Recruitment & Selection Assurance Cancelled N/A
Children and Young People's Services Schools Award of Additional Pay in Schools Assurance In Progress
Regeneration and Local Services (Real) |Corporate Property and Land Asset Valuation Assurance Final Substantial
Regeneration and Local Services (Real) |Corporate Property and Land Accommodation - Contract Management Assurance Planning and Preparation
Regeneration and Local Services (Real) |Corporate Property and Land Facilities Repairs and Maintenance Advice and Consultancy Final N/A
Regeneration and Local Services (Real) |Corporate Property and Land Single Use Plastics Advice and Consultancy Final N/A
Regeneration and Local Services (Real) |Development and Housing Safety at Sports Grounds Assurance Final Substantial
Regeneration and Local Services (Real) |Development and Housing Financial Assistance Policy and Private Sector Housing Assurance Planning and Preparation
Regeneration and Local Services (Real) |Business Durham Business Durham Advice and Consultancy Final N/A
Regeneration and Local Services (Real) |Transport & Contract Services Safer Roads Fund (Road Safety Capital Grant) Grant Final N/A
Regeneration and Local Services (Real) |Transport & Contract Services LGF Forest Park Grant Final N/A
Regeneration and Local Services (Real) |Transport & Contract Services LGF Bishop Auckland Market Place Grant Final N/A
Regeneration and Local Services (Real) |Environment Atlantic Geoparks 1 Grant In Progress
Regeneration and Local Services (Real) |Environment Atlantic Geoparks 2 Grant Defer to 2020/21
Regeneration and Local Services (Real) |Environment Allotments Follow Up Follow Up Final N/A
Regeneration and Local Services (Real) |Environment Durham Crematorium Assurance Final Substantial
Regeneration and Local Services (Real) |Environment Mountsett Crematorium Assurance Final Substantial
Regeneration and Local Services (Real) |Culture, Sport and Tourism Leisure Centre Timesheets Assurance Final Limited
Regeneration and Local Services (Real) |Culture, Sport and Tourism Events Management Assurance Planning and Preparation
Regeneration and Local Services (Real) |Culture, Sport and Tourism Louisa Centre Assurance Final Moderate
Regeneration and Local Services (Real) |Culture, Sport and Tourism Consett Leisure Centre Assurance Final Moderate
Regeneration and Local Services (Real) |Culture, Sport and Tourism Stanley Bowls Advice and Consultancy Final N/A
Resources Legal & Democratic Services Coroner Assurance Planning and Preparation
Resources Legal & Democratic Services Gifts and Hospitality Advice and Consultancy Final N/A
Resources People and Talent Management Apprentices Assurance Final Moderate
Resources People and Talent Management Attendance Management Framework Assurance Final Moderate
Resources Corporate Finance and Commercial Services VAT Key System Final Substantial
Resources Corporate Finance and Commercial Services Review of Commercial Services Assurance Planning and Preparation
Resources Corporate Finance and Commercial Services Contract Management Assurance In Progress
Resources Corporate Finance and Commercial Services Variations Assurance Final Substantial
Resources Corporate Finance and Commercial Services Off Contract Spend Assurance Final Moderate
Resources Corporate Finance and Commercial Services Contract Procedure Rules Assurance Final Moderate
Resources Corporate Finance and Commercial Services Procurement Cards (Further Follow Up) Follow Up Final N/A
Resources Finance and Transactional Services Budgetary Control and Financial Reporting Key System In Progress
Resources Finance and Transactional Services Agency System Assurance In Progress
Resources Finance and Transactional Services Council Tax Key System Final Substantial
Resources Finance and Transactional Services Council Tax: Valuation - Empty Homes Review Key System Final Substantial
Resources Finance and Transactional Services Council Tax: Recovery Key System Final Substantial
Resources Finance and Transactional Services Business Rates Key System Final Substantial
Resources Finance and Transactional Services Business Rates - Valuation Key System Final Substantial
Resources Finance and Transactional Services Business Rates - Recovery Key System Final Substantial
Resources Finance and Transactional Services Housing Benefits and Council Tax Reduction Key System Final Substantial
Resources Finance and Transactional Services Housing Benefits: Overpayment Recovery Key System Final Substantial
Resources Finance and Transactional Services Welfare Rights Assurance Final Limited
Resources Finance and Transactional Services Creditor Payments Key System Final Moderate
Resources Finance and Transactional Services Creditors - Supplier Masterfile Key System Final Moderate
Resources Finance and Transactional Services Creditors - System access Key System Final Moderate
Resources Finance and Transactional Services Creditors - Oracle Requisition Approver Hierarchy Advice and Consultancy Final N/A
Resources Finance and Transactional Services Transparency Agenda - Interest on Late payments Advice and Consultancy Final N/A
Resources Finance and Transactional Services Payroll : Taxation (PAYE) Key System Final Moderate
Resources Finance and Transactional Services Payroll - Processing Key System Final Substantial
Resources Finance and Transactional Services Payroll - Mileage Expenses Key System Draft
Resources Finance and Transactional Services Debtors - Customer Masterfile Key System Final Moderate
Resourceg= Finance and Transactional Services Debtors - Standing Charges Key System Final Moderate
Rssourceq‘;‘ Finance and Transactional Services FST Debit Card Cash Accounts and Shared Lives (Follow Up) Follow Up Final N/A

=
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INTERNu;E AUDIT PLAN PROGRESS AS AT 31 MARCH 2020

RVICE GROUPING SERVICE AUDIT ACTIVITY AUDIT TYPE STATUS OPINION
ResourcepN Finance and Transactional Services Financial Deputees (Compliance with OPG Standards) Assurance Final Substantial
Resourcdd) Finance and Transactional Services Financial Assessments Advice and Consultancy Final N/A
Resources Finance and Transactional Services Section 256 agreements Advice and Consultancy Final N/A
Resources Finance and Transactional Services Caspar System Advice and Consultancy Final N/A
Resources Digital and Customer Services Vulnerability Management Assurance In Progress
Resources Digital and Customer Services Unix - Linux Security Assurance Planning and Preparation
Resources Digital and Customer Services Oracle Licences Assurance Final Moderate
2019 / 2020 Internal Audit Plan
Adult and Health Services Adult & Health Services Integration of Health and Care Plan for County Durham Advice & Consultancy Complete N/A
Adult and Health Services Adult Care SSID Replacement - Design Authority / Project Board Advice & Consultancy Complete N/A
Adult and Health Services Adult Care SSID Replacement - Workstream / Process Mapping/Functional Testing Advice & Consultancy Complete N/A
Adult and Health Services Commissioning Personalisation - Delivery of Services via virtual budgets and through traditionally Assurance Defer to 2020/21
Adult and Health Services Commissioning Commissioning of Learning Disability Services Assurance In Progress
Adult and Health Services Commissioning Commissioning of Learning Disability Services - Advice Advice & Consultancy Complete N/A
Adult and Health Services Commissioning Post Contract Arrangements Assurance Defer to 2020/21
Adult and Health Services Commissioning Commissioning of Mental Health Services Assurance Planning and Preparation
Adult and Health Services Commissioning Commissioning of Domiciliary Care Assurance Planning and Preparation
Adult and Health Services Commissioning Commissioning of Residential Care Assurance Defer to 2020/21
Adult and Health Services Public Health Support to the DPH - Health Protection Advice & Consultancy Cancelled
Adult and Health Services Public Health Stop Smoking Service Advice & Consultancy Final N/A
Adult and Health Services Public Health Pharmoutcomes - Data Matching Advice & Consultancy Complete N/A
Adult and Health Services Public Health Suicide Early Alert Advice & Consultancy Defer to 2020/21
Adult and Health Services Partnerships Community Engagement Community Grants Sample Assurance In Progress
Adult and Health Services Partnerships Community Engagement Community Grants - Monitoring Arrangements Advice and Consultancy Final N/A
Adult and Health Services Adult Care Adult Mental Health Social Work Service Advice & Consultancy Complete N/A
Adult and Health Services Adult Care Caldicott Compliance (Social Care Direct) Assurance In Progress
Adult and Health Services Adult Care Integrated Payments Project Team Advice & Consultancy Complete N/A
Adult and Health Services Adult Care Continuing Health Care Validation Panel Decision Making Process Advice & Consultancy Planning and Preparation
Adult and Health Services Commissioning Alliance Contracting Steering Group Advice & Consultancy Complete N/A
Adult and Health Services Commissioning Care Academy Advice & Consultancy Complete N/A
Children and Young People's Services CYPS MTFP Arrangements Assurance Cancelled N/A
Children and Young People's Services CYPS Liquidlogic - Board Meetings Advice & Consultancy Complete N/A
Children and Young People's Services CYPS Liquidlogic: Phase 1 Implementation - Looked After Process Workflow Advice & Consultancy Cancelled N/A
Children and Young People's Services CYPS Liquidlogic: Phase 2 Implementation - SEND Advice & Consultancy Cancelled N/A
Children and Young People's Services Children’s Social Care Contract Monitoring Arrangements - External Foster Carer Payments Assurance In Progress
Children and Young People's Services Children’s Social Care Children's Homes Assurance Defer to 2020/21 N/A
Children and Young People's Services Children’s Social Care Supervised Spend - Leaving Care Service Advice & Consultancy Cancelled N/A
Children and Young People's Services Children’s Social Care First Contact Service - Data Protection Issues Assurance Final Moderate
Children and Young People's Services Children’s Social Care Home to School Transport Arrangements Assurance Cancelled N/A
Children and Young People's Services Children’s Social Care Special Guardianships and Child Arrangement Orders Assurance Defer to 2020/21 N/A
Children and Young People's Services Children’s Social Care Family Centres and One Point Hubs Assurance Defer to 2020/21 N/A
Children and Young People's Services Early Help, Inclusion and Vulnerable Children Troubled Families Programme - Claim 01 (July 2019) Grant Certification Final N/A
Children and Young People's Services Early Help, Inclusion and Vulnerable Children Troubled Families Programme - Claim 02 (September 2019) Grant Certification Final N/A
Children and Young People's Services Early Help, Inclusion and Vulnerable Children Troubled Families Programme - Claim 03 (October 2019) Grant Certification Final

N/A

Children and Young People's Services Early Help, Inclusion and Vulnerable Children Troubled Families Programme - Claim 04 (December 2019) Grant Certification Final N/A
Children and Young People's Services Early Help, Inclusion and Vulnerable Children Troubled Families Programme - Claim 05 (March 2020) Grant Certification In Progress
Children and Young People's Services Education School Attendance Enforcement Assurance Defer to 2020/21 N/A
Children and Young People's Services Education Adult Learning Services Assurance Defer to 2020/21 N/A
Children and Young People's Services Education DurhamWorks Advice & Consultancy Complete N/A
Children and Young People's Services Education - Schools SFVS Assurance In Progress N/A
Children and Young People's Services Education - Schools Governor Training Advice & Consultancy Complete N/A

« Internal Audit Role in Supporting Schools

* Schools Financial Value Standard — The Governors Role
Children and Young People's Services Education - Schools SBM Training Advice & Consultancy Cancelled N/A
Children and Young People's Services Education - Schools Head Teacher Induction to Finance and Budgeting Advice & Consultancy Cancelled N/A
Children and Young People's Services Education - Schools School User Provider Group Advice & Consultancy Cancelled N/A
Children and Young People's Services Education - Schools Developing Financial Management Standards in Durham Schools Advice & Consultancy Complete N/A
Children and Young People's Services Locality and Operational Support Caldicott Compliance (Social Care Direct - Report to Adult & Health Services) Assurance In Progress
Children and Young People's Services Locality and Operational Support Caldicott Group Advice & Consultancy Complete N/A
Children and Young People's Services Schools School Programme (governance and financial management) Assurance 13 Substantial

26 Moderate
4 Limited

School Follow Up of previous Limited Assurance Opinion Reports 7 N/A
Children and Young People's Services Schools Audit of School Voluntary Funds Fund Certification 57 Complete N/A
Children and Young People's Services Schools DfE Collaborative Fund Grant - Wingate Infants Grant Certification Final N/A
Children and Young People's Services Schools DfE Collaborative Fund Grant - Durham Teaching School Alliance Grant Certification Final N/A
Children and Young People's Services Schools DfE Tailored Support Programme Grant Grant Certification Cancelled N/A
Children and Young People's Services Schools DfE English Hubs Programme - St Michael's C of E Primary School Grant Certification Final N/A
Children and Young People's Services Children’s Social Care Support Packages Working Group Advice & Consultancy Complete N/A

Children and Young People's Services

Commissioning

Home to School Transport Review

Advice & Consultancy

Planning and Preparation
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INTERNAL AUDIT PLAN PROGRESS AS AT 31 MARCH 2020

SERVICE GROUPING SERVICE AUDIT ACTIVITY AUDIT TYPE STATUS OPINION
Children and Young People's Services Education DurhamWorks Learning Working Earning Grant Review Assurance Final Moderate
Children and Young People's Services Education SFVS Training for ers, School Business Managers & Governors Advice & Consultancy Complete N/A
Children and Young People's Services Operational Support Anonymisation and Pseudonymisation Advice & Consultancy Final N/A
Regeneration and Local Services (Real) |Development and Housing / Corporate Land and PrqCapital Programme Management Assurance Cancelled
Regeneration and Local Services (Real) [Development and Housing Housing Solutions Assurance Planning and Preparation
Regeneration and Local Services (Real) [Development and Housing Disabled Facilities Grant Grant Final N/A
Regeneration and Local Services (Real) [Development and Housing Bishop Auckland Heritage Action Zone Grant Final N/A
Regeneration and Local Services (Real) |Business Durham Stephanie 5 Grant Final N/A
Regeneration and Local Services (Real) |Business Durham Stephanie 6 Grant Final N/A
Regeneration and Local Services (Real) |Community Protection Services Online Licence Applications Assurance Defer to 2020/21
Regeneration and Local Services (Real) |Community Protection Services Fair Trading - Consumer Complaints Assurance Final Substantial
Regeneration and Local Services (RealL) |Community Protection Services Fees and Charges Advice and Consultancy Not yet started
Regeneration and Local Services (Real) |Transport and Contract Services Local Transport Capital Block Funding Grant Final N/A
Regeneration and Local Services (Real) |Transport and Contract Services Bus Subsidy Ring Fenced Grant Grant Final N/A
Regeneration and Local Services (Real) |Transport and Contract Services Road Safety Capital Grant Grant Cancelled
Regeneration and Local Services (Real) |Transport and Contract Services Park and Ride Assurance Final Substantial
Regeneration and Local Services (Real) |Transport and Contract Services Concessionary Fares Assurance Final Substantial
Regeneration and Local Services (Real) |Environment Carbon Reduction Commitment Grant Final N/A
Regeneration and Local Services (Real) |Environment Utility Bills - Contract Management Assurance Defer to 2020/21
Regeneration and Local Services (Real) |Environment LoCarbo 6 Grant Final N/A
Regeneration and Local Services (Real) |Environment Rebus 6 Grant Final N/A
Regeneration and Local Services (Real) |Environment Atlantic Geoparks 3 Grant Defer to 2020/21
Regeneration and Local Services (Real) |Environment Carbon Connects 2 Grant Final N/A
Regeneration and Local Services (Real) |Environment Carbon Connects 3 Grant Final N/A
Regeneration and Local Services (Real) |Environment SMEPower Grant Final N/A
Regeneration and Local Services (Real) |Environment Public Health Funerals Assurance Final Substantial
Regeneration and Local Services (Real) |Environment Durham Crematorium Assurance Final Substantial
Regeneration and Local Services (Real) |Environment Mountsett Crematorium Assurance Final Substantial
Regeneration and Local Services (Real) |Environment Neighbourhood Wardens - Enforcement and Education Assurance Not yet started
Regeneration and Local Services (Real) |Environment Driver Checks Assurance Final Moderate
Regeneration and Local Services (Real) |Environment Fuel Stocks and Stores Assurance In Progress
Regeneration and Local Services (Real) |Culture, Sport and Tourism Rolling Programme of Leisure Centres - Abbey Assurance Final Substantial
Regeneration and Local Services (Real) |Culture, Sport and Tourism Rolling Programme of Leisure Centres - Meadowfield Assurance Final Substantial
Regeneration and Local Services (Real) |Culture, Sport and Tourism Rolling Programme of Leisure Centres - Riverside Assurance Final Substantial
Regeneration and Local Services (Real) |Culture, Sport and Tourism Compliance with new Leisure Centre procedures on holidays and TOIL Assurance Defer to 2020/21
Regeneration and Local Services (Real) |Culture, Sport and Tourism New system for 'Learn to Swim" Advice and Consultancy Not yet started
Regeneration and Local Services (Real) |Culture, Sport and Tourism Competition Line UK Income Share Agreement Assurance Final Substantial
Regeneration and Local Services (Real) |Culture, Sport and Tourism Stanley Bowls Advice and Consultancy Final N/A
Regeneration and Local Services (Real) |Technical Services CDM Compliance - Review of Self Assessment Assurance Not yet started
Regeneration and Local Services (Real) |Technical Services Charging Arrangements Advice and Consultancy Not yet started
Regeneration and Local Services (Real) |Technical Services Local Highways Maintenance Funding - Incentive Element Grant Final N/A
Regeneration and Local Services (Real) |Technical Services Local Transport Capital Block Funding for NECA Grant Final N/A
Regeneration and Local Services (Real) |Technical Services Stores Management Assurance Cancelled
Regeneration and Local Services (Real) |Technical Services Highways Capital Maintenance Programme Advice and Consultancy Draft
Regeneration and Local Services (Real) |Partnerships Community Engagement Community Grants Sample Assurance In Progress
Regeneration and Local Services (Real) |Partnerships Community Engagement Community Grants - Monitoring Arrangements Advice and Consultancy Final N/A
Regeneration and Local Services (Real) |Culture, Sport and Tourism Leisure Centre Timesheets Follow Up Not yet started
Regeneration and Local Services (Real) |Corporate Property and Land Asset Valuation Assurance Final Substantial
Regeneration and Local Services (Real) |Transport and Contract Services Local Growth Fund - Station Cycle Links Grant Final N/A
Regeneration and Local Services (Real) |Business Durham Local Growth Fund - NETPark Phase 3 infrastructure Grant Final N/A
Regeneration and Local Services (Real) |Culture, Sport and Tourism Management of Gym Membershps Advice and Consultancy In Progress
Regeneration and Local Services (Real) |Corporate Property and Land Assets of Community Value Advice and Consultancy In Progress
Regeneration and Local Services (Real) |Environment |InnovateUK Grant Planning and Preparation
Resources Legal & Democratic Services Members Expenses Assurance Final Substantial
Resources Legal & Democratic Services RIPA Officers Group Advice and Consultancy Complete for 2019/20
Resources Legal & Democratic Services Scheme of Delegation Assurance Planning and Preparation
Resources Legal & Democratic Services Tender Opening Arrangements Assurance Cancelled
Resources Corporate Finance and Commercial Services Capital Accounting Assurance Planning and Preparation
Resources Corporate Finance and Commercial Services Property Investment Fund Advice and Consultancy Cancelled
Resources Corporate Finance and Commercial Services Contract Management Assurance Cancelled
Resources Corporate Finance and Commercial Services Off Contract Spend Assurance Cancelled
Resources Corporate Finance and Commercial Services Electrical Components Contract Assurance Final Substantial
Resources Corporate Finance and Commercial Services Oracle Programme Board Advice and Consultancy Complete
Resources People and Talent Management Disciplinary Policy Assurance In Progress
Resources Finance and Transactional Services Service Level Agreements Board (SLAB) Advice and Consultancy Complete
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INTERNS]SE AUDIT PLAN PROGRESS AS AT 31 MARCH 2020

ERVICE GROUPING SERVICE AUDIT ACTIVITY AUDIT TYPE STATUS OPINION
Resourcg Finance and Transactional Services Service Level Agreements Board (SLAB) - Tendering Workstream Advice and Consultancy Complete
Resourc: Finance and Transactional Services Section 256 Agreements Grant Final N/A
Resources Finance and Transactional Services Creditors Key System In Progress
Resources Finance and Transactional Services Creditors - Supplier Masterfile Key System Defer to 2020/21
Resources Finance and Transactional Services Creditors - National Fraud Initiative Key System Complete
Resources Finance and Transactional Services Creditors - Invoice and PO authorisation Key System Final Moderate
Resources Finance and Transactional Services Creditors - Receipting of Goods Key System In Progress
Resources Finance and Transactional Services Procurement Cards Assurance Final Moderate
Resources Finance and Transactional Services Work Stream on Petty Cash and Payment Cards Advice and Consultancy Complete for 2019/20
Resources Finance and Transactional Services P2P Performance and Improvement Project Advice and Consultancy Complete
Resources Finance and Transactional Services Better Care Fund and Improved Better Care Fund (Section 75) Grant Final N/A
Resources Finance and Transactional Services Payroll Key System In Progress
Resources Finance and Transactional Services Payroll - Access to Data and Records Key System In Progress
Resources Finance and Transactional Services Payroll - Preparation and Corrections Key System Defer to 2020/21
Resources Finance and Transactional Services Payroll - System Implementation Advice and Consultancy In Progress
Resources Finance and Transactional Services Cash Management Key System In Progress
Resources Finance and Transactional Services Cash Management - Crook CAP Key System Planning and Preparation
Resources Finance and Transactional Services Debtors Key System In Progress
Resources Finance and Transactional Services Debtors Working Group Advice and Consultancy Complete for 2019/20
Resources Finance and Transactional Services Financial Deputees (Compliance with OPG Standards) Assurance In Progress
Resources Finance and Transactional Services Deputees and Appointees - Working Group Advice and Consultancy Complete for 2019/20
Resources Finance and Transactional Services Deputees and Appointees - Personal Allowance Payments Assurance Defer to 2020/21
Resources Digital and Customer Services Change Management Assurance Planning and Preparation
Resources Digital and Customer Services Incident Management Assurance Final Substantial
Resources Digital and Customer Services Office 365 Advice and Consultancy Complete for 2019/20
Resources Digital and Customer Services IT Governance Assurance In Progress
Resources Digital and Customer Services ICT Purchasing Assurance Planning and Preparation
Resources Digital and Customer Services Process Reviews Advice and Consultancy Complete for 2019/20
Resources Digital and Customer Services Digital Durham Grant Defer to 2020/21
Resources Strategy Data Quality - System Process Review Assurance Defer to 2020/21
Resources Transformation Transformation Advice and Consultancy Complete for 2019/20
Resources Transformation Business Support Process Reviews Advice and Consultancy Complete for 2019/20
Resources Transformation GDPR compliance Assurance In Progress
Resources Transformation Freedom of Information (FOI) Assurance In Progress
Resources Transformation Information Governance Group Advice and Consultancy Complete for 2019/20
Resources Legal & Democratic Services Beamish Museum — Review of internal control procedures (1) Advice and Consultancy Final N/A
Resources Finance and Transactional Services Miscellaneous Income Working group Advice and Consultancy Complete for 2019/20
Resources Legal & Democratic Services Beamish Museum — Review of internal control procedures (2) Advice and Consultancy Final N/A
Resources Finance and Transactional Services Cash Management - Meadowfield Depot Key System Final Moderate
Resources Finance and Transactional Services Cash Management - Proceeds of Crime Act Key System Final Substantial
Resources Corporate Finance and Commercial Services CIPFA Financial Management Code Advice and Consultancy Planning and Preparation
Resources Strategy Police and Crime Panel Grant Grant Final N/A
Resources Finance and Transactional Services Fuel Cards Assurance In Progress
Resources Finance and Transactional Services Enforcement Programme Board Advice and Consultancy Complete for 2019/20
Resources Finance and Transactional Services Cash Management - Bishop Auckland Registrars Key System In Progress
Resources Finance and Transactional Services Debtors Extended Testing (Credit Notes) Key System Planning and Preparation
Resources Finance and Transactional Services Debtors Extended Testing (Write Offs) Key System Planning and Preparation
Resources Finance and Transactional Services Debtors Extended Testing (VAT Analysis) Key System Planning and Preparation
Resources Finance and Transactional Services Debtors Extended Testing (Outstanding Balances) Key System Planning and Preparation
Resources Finance and Transactional Services Creditors - Extended Testing (Exceptions) Key System Planning and Preparation
Resources Finance and Transactional Services Creditors - Extended Testing (Manually scanned invoices paid late) Key System Planning and Preparation
Resources Finance and Transactional Services Creditors - Extended Testing (Holds cleared but invoice not paid) Key System Planning and Preparation
Resources Finance and Transactional Services Creditors - Extended Testing (Unpaid Invoices more than 30 days old) Key System Planning and Preparation
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Appendix 3

FINAL REPORTS ISSUED IN PERIOD ENDING 31 MARCH 2020

AUDIT AREA BRIEF DESCRIPTION OF SCOPE OF THE AUDIT OII:DII':I?(I)_N

ADULT AND HEALTH SERVICES (AHS)
Stop Smoking Advice and Consultancy review that analysed data recorded N/A
Service within the Quit Manager System in respect of stop smoking

sessions.
CHILDREN AND YOUNG PEOPLE’S SERVICES (CYPS)
DurhamWorks Assurance review that considered the effectiveness of | Moderate
Learning Working DurhamWorks LWE grant administration processes.
Earning Grant
Review
REGENERATION AND LOCAL SERVICES (Real)
Durham Assurance review of the arrangements in place to mitigate against | Substantial
Crematorium the risks of:

- Income is not accounted for/misappropriated;

- Ineffective budget monitoring processes are in place;

- Unauthorised payments are made;

- Employees are incorrectly paid;

- Non compliance with the Cremation Regulations 2008;

- Non compliance with the Federation of British Cremation

Authorities Code of Cremation Practice;

- Lack of experienced staff;

- Damage / theft of equipment;

- Ashes are disposed of incorrectly.
Mountsett Assurance review of the arrangements in place to mitigate against | Substantial
Crematorium the risks of:

- Income is not accounted for/misappropriated;

- Ineffective budget monitoring processes are in place;

- Unauthorised payments are made;

- Employees are incorrectly paid;

- Non compliance with the Cremation Regulations 2008;

- Non compliance with the Federation of British Cremation
Authorities Code of Cremation Practice;

- Lack of experienced staff;

- Damage / theft of equipment;

Ashes are disposed of incorrectly.
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REGENERATION AND LOCAL SERVICES (RealL) Contd.

Concessionary Fares | Assurance review of the arrangements in place to mitigate against | Substantial
the risks of:
- Concessionary fare passes are granted to those that do not
qualify;
- Travel operators are not reimbursed the correct amount.
Abbey Leisure Assurance review of the arrangements in place to mitigate against | Substantial
Centre the risks of:
- Income is recorded or processed inaccurately;
- Income is not received for bookings/course;
- Cash is held or transported insecurely;
- Unauthorised access to cash receipting system and till;
- Expenditure is inappropriate;
- Stocks are inappropriate or insecure.
Meadowfield Leisure | Assurance review of the arrangements in place to mitigate against | Substantial
Centre the risks of:
- Income is recorded or processed inaccurately;
- Income is not received for bookings/course;
- Cash is held or transported insecurely;
- Unauthorised access to cash receipting system and till;
- Expenditure is inappropriate;
- Stocks are inappropriate or insecure.
Riverside Leisure Assurance review of the arrangements in place to mitigate against | Substantial
Centre the risks of:
- Income is recorded or processed inaccurately;
- Income is not received for bookings/course;
- Cash is held or transported insecurely;
- Unauthorised access to cash receipting system and till;
- Expenditure is inappropriate;
- Stocks are inappropriate or insecure.
Asset Valuation Assurance review of the arrangements in place to mitigate against | Substantial
the risk of material misstatement of the value of assets in the
statement of accounts.
Stephanie 6 (Space | Grant Certification N/A
technology with
photonics for market
and societal
challenges)
Local Highways Grant Certification N/A
Maintenance Fund —
Incentive Element
SME Power Grant Certification N/A
Local Growth Fund — | Grant Certification N/A

NETParkPhase 3
Infrastructure
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REGENERATION AND LOCAL SERVICES (RealL) Contd.

Carbon Connects Grant Certification N/A
Stanley Bowls Club Review of Accounts. N/A
RESOURCES
Prepaid Cards Advice and consultancy review of the governance arrangements for N/A

prepaid cards.
Debtors — Standing Assurance review of the arrangements in place to mitigate against | Moderate
Charges the risks of:

- Failure to adhere to legislation, best practice or procedures;

- Failure to collect or recover income in line with policies and

procedures;

- Information not being held securely and appropriately retained.
Procurement Cards Assurance review of the arrangements in place to mitigate against | Moderate

the risks of:

- Procurement cards are used inappropriately;

- Overspend on budgets;

- Value for money is not achieved or there is limited business

benefit from the use of procurement cards.

Section 256 Grant certification N/A
Agreements
Better Care Fund Grant certification N/A
(Section 75)
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Progress on the Implementation of Audit Recommendations

Actions Due

Actions Implemented

Overdue Actions by original

target date

Number of Actions where the
original target has been revised

Appendix 4

Overdue Actions following a
revised target date

ADULT AND HEALTH SERVICES (AHS)

2017/18

High 10 10 0 0 0
Medium 19 19 0 0 0
Total 29 29 0 0 0
2018/19

High 0 0 0 0 0
Medium 36 34 2 2 0
Total 36 34 2 2 0
2019/20

High 0 0 0 0 0
Medium 2 1 1 1 0
Total 2 1 1 1 0
CHILDREN AND YOUNG PEOPLE'S SERVICES (CYPS)

2017/18

High 2 2 0 0 0
Medium 63 61 2 2 0
Total 65 63 2 2 0
2018/19

High 1 1 0 0 0
Medium 71 71 0 0 0
Total 72 72 0 0 0
2019/20

High 0 0 0 0 0
Medium 39 38 1 1 0
Total 39 38 1 1 0
Overall Total 176 173 3 3 1]
REGENERATION AND LOCAL SERVICES (Real)

2017/18

High 3 3 0 0 0
Medium 56 54 2 2 0
Total 59 57 2 2 0
2018/19

High 0 0 0 0 0
Medium 69 65 4 4 0
Total 69 65 4 4 0
2019/20

High 2 2 0 0 0
Medium 51 41 10 4 6
Total 53 43 10 4 6
Overall Total 181 165 16 10 6
RESOURCES (RES)

2017/18

High 11 11 0 0 0
Medium 131 129 2 2 0
Total 142 140 2 2 0
2018/19

High 3 3 0 0 0
Medium 78 75 3 3 0
Total 81 78 3 3 0
2019/20

High 0 0 0 0 0
Medium 79 59 20 20 0
Total 79 59 20 20 0
Overall Total 302 277 25 25 1]
TOTAL COUNCIL

2017/18

High 26 26 0 0 0
Medium 269 263 6 6 0
Total 295 289 6 6 0
2018/19

High 4 4 0 0 0
Medium 254 245 9 9 0
Total 258 249 9 9 0
2019/20

High 2 2 0 0 0
Medium 171 139 32 26 6
Total 173 141 32 26 6
OVERALL TOTAL 726 679 47 41 6
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Performance Indicators as at 31 March 2020

Appendix 5

Efficiency Objective: To provide maximum assurance to inform the annual audit opinion
KPI Measure of Assessment Target & (Frequency of Actual
Measurement)

Planned audits completed % of planned assurance work from original approved 90% 98% at 31 March 2020
plan complete to draft report stage (Annually)

Timeliness of Draft Reports % of draft reports issued within 30 calendar days of end 90% 80% (98 out of 122)
of fieldwork/closure interview (Quarterly)

Timeliness of Final Reports % of final reports issued within 14 calendar days of 95% 100% (122 out of 122)
receipt of management response (Quarterly)

Quarterly Progress Reports Quarterly progress reports issued to Corporate Directors | 100% 100%
within one month of end of period Quarterl

Quality Objective: To ensure that the service is effective and adding value
KPI Measure of Assessment Target & (Frequency of
Measurement)
Recommendations agreed % of recommendations made compared with 95% 100%
recommendations accepted (Annually)
Post Audit Customer % of customers scoring audit service satisfactory or 100% 100% - Av score of 4.7
Satisfaction Survey Feedback | above (3 out of 5) where 1 is poor and 5 is very good (Quarterly)
Customers providing feedback | % of customers returning satisfaction returns 70% 79%
Response Quarterl

KPI

Objective: To ensure that the service is cost effective

Measure of Assessment

Target & (Frequency of
Measurement)

Cost per chargeable audit day

CIPFA Benchmarking Club — Comparator Group
(Unitary)

Lower than average
(Annually)

Yes (2015/16 exercise)
£226 cost per chargeable audit day
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Agenda ltem 7

Audit Committee

29 June 2020

County Council g{g,

Consideration of ‘Going Concern
Status’ for the Statement of Accounts
for the year ended 31 March 2020

Ordinary Decision

Report of John Hewitt, Corporate Director of Resources

Electoral division(s) affected:
Countywide

Purpose of the Report

1. Durham County Council is required to assess whether it should
be considered as a ‘going concern’ organisation, and whether the
council’s annual accounts should be prepared on that basis. This
report considers the council’s status as a going concern and
recommends that Members approve this.

Executive Summary

2. When preparing the annual statement of accounts the council
complies with the Code of Practice on Local Authority Accounting
2019/20 (the Code) as published by the Chartered Institute of
Public Finance and Accountancy (CIPFA). The Code requires the
accounts to be prepared on a going concern basis.

3. This report details the reasons why it is recommended that the
council be considered as a going concern and it is appropriate for
the statement of accounts to be prepared on that basis. In
summary those reasons are:

(@) the financial position of the council remains healthy;

(b) as at 31 March 2020 the council held general reserves of
£23.95 million and reserves earmarked for specific future

Page 51



purposes, including those held for schools, of £216.84
million;

(c) netassets at 31 March 2020 amounted to £229.81 million;
(d) the council has been able to set a balanced budget for
2020/21 and has a clear plan in place to continue to deliver

local services up to 2023/24;

(e) the council has a history of stable finance and ready access
to financial resources in the future; and

) there are no significant financial, operating or other risks
that would jeopardise the council’s continuing operation.

Recommendations
4. It is recommended that:
(a) the council be considered as a going concern and

(b)  the statement of accounts are prepared on that basis.
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Background

5. The general principles adopted in compiling the statement of
accounts are in accordance with the Code. The Code defines
proper accounting practices for local authorities in England,
Wales, Scotland and Northern Ireland.

6. The Code requires that a local authority’s statement of accounts
Is prepared on a going concern basis; that is, the accounts should
be prepared on the assumption that the authority will continue in
operational existence for the foreseeable future. This means that
the Comprehensive Income and Expenditure Statement and
Balance Sheet assume no intention to curtail significantly the
scale of the operation.

7. An inability to apply the going concern concept can have a
fundamental impact on the financial statements. In reality, it
would be highly unusual for a local authority to have a going
concern problem. There may be cases where part of an
authority’s operations cease to be viable or affordable. However,
this will not give rise to a going concern issue for the authority
given that the impact would be restricted to only that part of the
operation. Transfers of services under combinations of public
sector bodies similarly do not negate the presumption of going

concern.
Key Issues
8. The assumption that a local authority’s services will continue to

operate for the foreseeable future is made because local
authorities carry out functions essential to the local community
and are themselves revenue raising bodies (with limits on their
revenue raising powers arising only at the discretion of central
government). If an authority were in financial difficulty, the
prospects are therefore that alternative arrangements might be
made by central government either for the continuation of the
services it provides or for assistance with the recovery of a deficit
over more than one financial year.

9. Local authorities derive their powers from statute and their
financing and accounting framework is closely monitored by
primary and secondary legislation. It is a fundamental concept of
local authority accounting that wherever accounting principles
and legislative requirements are in conflict, the legislative
requirements then apply.
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10.

An organisation must consider its financial performance to assess
its ability to continue as a going concern. This assessment
should cover historical, current and future performance.

Historical Position

11.

12.

13.

14.

The following table shows the net assets of the council for the last
five years:

Year ended 31 Net Assets
March £ million
2016 568.129
2017 335.364
2018 362.326
2019 388.566
2020 229.807

The external auditor provides a ‘Value For Money’ conclusion at
each year end providing their opinion on whether the council has
put arrangements in place for securing economy, efficiency and
effectiveness in its use of resources. The council’s arrangements
are considered against one overall criterion which is made up of
three sub criteria as set out by the National Audit Office (NAO).

The overall criterion is ‘in all significant respects, the audited body
had proper arrangements to ensure it took properly informed
decisions and deployed resources to achieve planned and
sustainable outcomes for taxpayers and local people’. The three
sub-criteria are: informed decision-making; sustainable resource
deployment; and working with partners and other third parties.

The last Audit Completion Report related to 2018/19 and was
reported to the Audit Committee on 31 July 2019. Within that
report the external auditor stated he was satisfied that in all
significant respects, the council had proper arrangements in place
to secure economy, efficiency and effectiveness in its use of
resources for the year ended 31 March 2019.

Current Position

15.
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16.

The financial position of the council remains healthy. Net assets
at 31 March 2020 amounted to £229.8 million, a decrease of
£158.8 million during 2019/20. This is mainly due to an increase
in the estimated pension liability for employees, calculated by the
Pension Fund Actuary, for which statutory arrangements for
funding the deficit mean that the financial position of the council
remains healthy.

Future Plans

17.

The council approved its budget for 2020/21 and Medium Term
Financial Plan (MTFP) 10 to 2023/24, in February 2020.

Medium Term Financial Plan (10) — 2020/21 to 2023/24

18.

19.

20.

21.

The financial landscape for the council is likely to remain
challenging for the foreseeable future. The delay to the
Comprehensive Spending Review until the Autumn of 2020
means that there will be little certainty over the council’s longer
term funding outlook and this will need to be carefully managed
as the council considers the recovery actions it needs to take and
commit to. In addition, the Fair Funding Review and move to 75%
Business Rate Retention have been delayed again with an
earliest implementation date of 2022/23.

The outcome of these reviews will determine the quantum of
funding available to local government and the share available to
the council. The added uncertainty brought about by the exit from
the European Union will serve to compound these issues. There
is a risk that funding reductions may continue beyond this point
placing further pressure on the MTFP.

The council has continued to effectively manage its resources
during a period of increasing cost pressures and a backdrop of
many years of government funding reductions. The future funding
outlook for the public sector and local government is extremely
uncertain and the impact of Covid 19 and the recovery from it will
undoubtedly impact on the council and its communities for a
number of years.

The Covid 19 outbreak will have a significant financial impact on
the council in 2020/21 and the recovery take place over a number
of years. The financial implications of the council’s recovery plan
will not be fully understood. The council began to experience the
iImpact of the outbreak in March 2020 when a number of front line
service facilities were closed and supplier relief began to be
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22.

23.

24.

25.

26.

27.
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provided to key contractors. There has been an increase in
claims for Local Council Tax Support and an expected reduction
in business rate income due to business closures. Consequently,
the council will suffer significant reductions in income in 2020/21
and beyond.

The council’s spending has also significantly increased to cope
with the outbreak. Whilst some Covid 19 financial support has
been received from government, it is unclear as to the extent to
which all of the cost pressures and reductions in income will be
reimbursed. This represents a financial risk to the council that will
form part of future medium term financial planning.

By the end of 2019/20, the council had delivered £234 million of
financial savings with additional savings of £8 million approved for
2020/21. It is forecast that total savings for the period 2011/12 to
2023/24 will be £282 million.

The council’s MTFP for the last eleven years has focussed on
protecting front line services as far as possible, prioritising back
office efficiencies and reductions in management. As this strategy
becomes increasingly more difficult to maintain over time, the
council’s Transformation Programme was designed to ensure all
options were exhausted to protect front line services wherever
possible. Nevertheless, front line services will inevitably become
progressively impacted over the coming years if funding
continues to be restricted.

The council continues to have a robust financial standing with
sound and continuously improving financial management
procedures and processes in place.

The council continues to face a range of significant budget
pressures including general inflation, cost pressures in the care
sector, increases in the number of adults and children needing
support and rising levels of need, increases in demand for
everyday services as the population grows, and increases in core
costs such as wage increases, the national living wage and
pension contributions.

The MTFP sets out the council’s approach to achieving a
sustainable budget over the medium term whilst ensuring that all
revenue resources are directed towards corporate priorities. The
MTFP describes the financial direction of the council over the
planning period and outlines the financial pressures it will face.



28.

29.

In general, the council has been quite accurate in forecasting the
level of savings required, which has allowed the development of
strong plans and enabled the council to robustly manage the
implementation and delivery on time, including meeting extensive
consultation and communication requirements. This has put the
council in as strong a position as possible to meet the ongoing
financial challenges across this MTFP and beyond, where
savings proposals are becoming more complex and difficult to
deliver and will inevitably require increased utilisation of reserves
to offset any delays and smooth in reductions across financial
years.

After taking into account base budget pressures, additional
investment and savings, the council’s net budget requirement for
2020/21 is £430.059 million. The financing of the net budget
requirement is detailed in the following table.

Financing of the 2020/21 Budget

Funding Stream Amount
£m

Revenue Support Grant 28.070
Business Rates 56.083
Business Rates — Top Up Grant 72.780
Collection Fund Surplus 1.740
Council Tax 234.458
New Homes Bonus 7.563
Section 31 Grant 11.713
Adults/ Childrens Pressures Grant 17.652
TOTAL 430.059

Capital Funding

30.

31.

On 26 February 2020 Council approved the 2019/20 revised
capital budget and the MTFP (10) capital budget for the period
2020/21 to 2022/23.

Service groupings developed capital bid submissions alongside
the development of revenue MTFP (10) proposals. Bids were
submitted in the main for 2020/21 to maintain the two year rolling
programme approach to the capital budget. The capital Member
Officer Working Group (MOWG) considered the capital bid
submissions taking the following into account:

(@) service grouping assessment of priority;
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(b)

affordability based upon the availability of capital financing.

This process takes into account the impact of borrowing on
the revenue budget;

(€)

whether schemes could be self-financing i.e. capital

investment would generate either revenue savings or
additional income to repay the borrowing costs to fund the

Whilst considering capital bid proposals, MOWG have continued

investment. At the same time, MOWG also recognised the need

schemes.
32.
to recognise the benefits of committing to a longer term capital
programme to aid effective planning and programming of
for caution in committing the council to high levels of prudential
borrowing at this stage for future years.
33.

an essential means of maintaining and regenerating the local
economy whilst supporting job creation.

MTFP (10) Capital Programme

The need to continue to invest in capital infrastructure is seen as

Service Grouping 2019/20 | 2020/21 | 2021/22 | 2022/23 | Total
£m £m £m £m £m
Adult and Health Services - - - - -
Children and Young People’s Service | 20.268 | 30.960 | 11.176 - | 62.404
Neighbourhoods & Climate Change 31.747 | 38.008 | 21.397 - | 91.152
Regeneration, Economy & Growth 61.966 |116.944 | 84.616 5.512 | 269.038
Resources 3.593 | 13.131 4.245 - | 20.969
TOTAL 117.574 | 199.043 | 121.434 5.512 | 443.563
Financed by:

Grants & Contributions 44.604 | 48.435 | 31.077 0.050 | 124.166
Revenue & Reserves 16.021 | 34.451 2.257 0.430 | 53.159
Capital Receipts 10.439 9.913 | 16.469 - | 36.821
Borrowing 46.510 | 106.244 | 71.631 5.032 | 229.417
TOTAL 117.574 | 199.043 | 121.434 5.512 | 443.563

34.

The council has been able to set a balanced budget for 2020/21

and has a clear plan in place to continue to deliver local services
up to 2024. Based upon this, it is evident that the council is a

going concern.
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Financial Reserves
35. Reserves are held as a:

(a) working balance to help cushion the impact of any uneven
cash flows and avoid unnecessary temporary borrowing —
this forms part of the general reserves;

(b) contingency to cushion the impact of any unexpected events
or emergencies e.g. flooding and other exceptional winter
weather - this also forms part of general reserves;

(c) means of building up funds, earmarked reserves to meet
known or predicted future liabilities.

36. The council’s current reserves policy is to:

(a) set aside sufficient sums in earmarked reserves as is
considered prudent;

(b) aim to maintain general reserves of between 5% and 7.5% of
the net budget requirement in the medium term, which in
cash terms is up to £32 million.

37. Based on the level of reserves held, the council has
demonstrated robust financial management that underpins its
status as a going concern.

Risk

38. The Council has previously recognised that a wide range of
financial risks need to be managed and mitigated across the
medium term. The risks faced are exacerbated by the outcome
of the anticipated Comprehensive Spending Review and Fair
Funding Review which will determine the funding available to the
council. There is added uncertainty brought about by the exit from
the European Union and also Covid 19. All risks will be assessed
continually. Some of the key risks identified include:

(@) Ensure the achievement of a balanced budget and financial
position;

(b)  Ensure savings plans are risk assessed across a range of

factors e.g. impact upon customers, stakeholders, partners
and employees;
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(€)

(d)

(€)

(f)

(9)

(h)

(i)

@)

there is no certainty for the quantum of government funding
for local government beyond 2020/21. Given the pressures
faced, particularly from social care, it is imperative that the
guantum is increased and that a long-term settlement is
agreed as part of the expected 2020 Comprehensive
Spending Review;

The outcome of the government’s Fair Funding Review
could result in significant changes to the distribution of
government funding;

The localisation of council tax support which passed the
risk for any increase in council tax benefit claimants onto
the council. Activity in this area will need to be monitored
carefully with medium term projections developed in
relation to estimated volume of claimant numbers;

Council retaining 49% of all business rates collected locally
but also being responsible for settling all rating appeals
including any liability prior to 31 March 2013. Increasing
business rate reliefs and the revised ‘check and challenge’
appeals process continue to make this income stream
highly volatile and will require close monitoring to fully
understand the implications on the MTFP;

the impact of future increases in inflationary factors such as
the National Living Wage and pay awards which will need
to be closely monitored;

the council continuing to experience increases in demand
for social care services. Although some allowance is made
for demand increases across the MTFP(10) period this
issue will need to be closely monitored;

the funding position for the High Needs Dedicated Schools
Grant. It is hoped that the government fully recognises this
pressure as part of the Comprehensive Spending Review;

The impact of Brexit which could affect future government
finance settlements, inflation and European funding.

Based upon the above there are no risks which would indicate
that the council is not a going concern.



Conclusion

40.

41.

42.

When approving the accounts the Audit Committee Members,
being those charged with governance for the council, will need to
consider which of the following three basic scenarios is the most
appropriate:

(@) The body is clearly a going concern and it is appropriate for

the accounts to be prepared on the going concern basis;

(b)  The body is a going concern but there are uncertainties
regarding future issues which should be disclosed in the
accounts to ensure the true and fair view;

(c) The body is not a going concern and the accounts will need

to be prepared on an appropriate alternative basis.
Based upon the assessment undertaken, in my view:

(@) The council has a history of stable finance and ready
access to financial resources in the future;

(b) There are no significant financial, operating or other risks
that would jeopardise the council’s continuing operation.

The council is therefore a going concern and it is appropriate for
the statement of accounts to be prepared on that basis.

Other useful documents

(@) County Council — 26 February 2020 — Medium Term Financial
Plan, 2020/21 to 2023/24 and Revenue and Capital Budget
2020/21

(b)  County Council — 26 February 2020 — Budget 2020/21 Report
under Section 25 of Local Government Act 2003

(c)  Audit Completion Report — 2018/19 — Durham County Council

(d) Cabinet — 18 March 2020 - Forecast of Revenue and Capital
Outturn 2019/20 - Period to 31 December 2019.

Contact: Beverley White Tel: 03000 261900
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Appendix 1: Implications

Legal Implications

Compliance with the Accounts and Audit Regulations 2015 and the
CIPFA Code of Practice on Local Authority Accounting 2019/20 which is
based upon approved accounting standards in England and Wales and
constitutes proper accounting practice under the terms of section 21(2)
of the Local Government Act 2003.

Finance
The report considers the County Council as a ‘going concern’.

Consultation
None.

Equality and Diversity/ Public Sector Equality Duty
None.

Climate Change
None.

Human Rights
None.

Crime and Disorder
None.

Staffing
None.

Accommodation
None.

Risk
None.

Procurement
None.
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Agenda Iltem 8

Audit Committee

29 June 2020

County Council \§

Annual Review of the System of Internal
Audit 2019/2020

Report of Paul Bradley, Chief Internal Auditor and Corporate Fraud
Manager

Electoral division(s) affected:

Countywide.

Purpose of the Report

1 To present to members the annual review of the system of Internal
Audit for consideration and comment.

Executive Summary

2 To examine the effectiveness of the internal audit service for the past
year this annual review considered key elements and assessed their
contribution to enabling the service to fulfil its responsibilities. This
includes:

(@) The structure and resourcing level, including qualifications and
experience of the audit team;

(b)  The extent of conformance with the Public Sector Internal Audit
Standards (PSIAS);

(c)  Ensuring audit work was successfully delivered in the most
appropriate areas on a prioritised (risk) basis;

(d)  The overall performance of the internal audit service.

3 The review found that the structure and resourcing level, including
qualifications and experience of the audit team are satisfactory.

4 Internal Audit has completed a self-assessment against the key
elements of the PSIAS. For 2019/2020 this demonstrated that the
Section was conforming with the Code’s requirements. The service
must be externally assessed once every five years. The last external
assessment was completed in July 2016.
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5 It is considered that the 2019/2020 Internal Audit Plan represented a
reasonable view of critical areas for audit review and assurance needs
when it was constructed and agreed with Senior Management and the
Audit Committee. It was based on reasonable estimates of available
resources and with management requests and fraud investigations and
referrals. An emergent Internal Audit Plan was provided to the Audit
Committee in February 2020 however given the COViD-19 pandemic
the internal audit plan is being reviewed and present a six-month plan to
the committee in June 2020 with a view to re-assessing the plan at the
end of September 2020 to take account of current working
arrangements and government legislation.

6 Performance Management of the Section and for individual auditors is
focused on deployment of auditor time to best effect. This has three
main elements related to how much time is spent auditing, completion
of audits within set timescales and effectiveness of time deployed. The
key deliverable for the Section is the completion of the Internal Audit
Plan within the year.

7 Performance and progress are monitored through Key Performance
Indicators (KPIs). These are agreed with the Audit Committee as part
of the Internal Audit Charter. And allow for benchmarking to assess
effectiveness. Comparative figures are used to consider areas for
closer review. Performance is monitored throughout the year and there
are no significant issues that would demonstrate the Service was not
effective.

8 The service continues to build on its strengths and enhance its
reputation. Service delivery remains a key priority in support of the
Council’s priorities and to help identify and address any risks to the
delivery of corporate objectives. The service has delivered a
comprehensive plan for the year and it is considered that it has a sound
base for carrying out its audit activities and meeting its objectives to
provide audit assurance and advisory support to the Council.

Recommendation
9 Members are asked to:

(@)  Note the findings and conclusions of the 2019/2020 review of the
effectiveness of the system of Internal Audit contained within this
report.
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Background
10  The Accounts and Audit Regulations 2015 Regulation 3 states that —

‘A relevant authority must ensure that it has a sound system of internal
control which —

(a)  Facilitates the effective exercise of its functions and the
achievement of its aims and objectives;

(b)  Ensures that the financial and operational management of the
authority is effective; and

(c) Includes effective arrangements for the management of risk.’

11 Furthermore, the Accounts and Audit Regulations 2015 Regulation 6
states that —

‘A relevant authority must, each financial year conduct a review of the
effectiveness of the system of internal control as required by Regulation
3.

12  Internal Audit is defined as the means by which the Council assesses its
governance and assurance requirements, ensuring that an effective
internal control system is in place. Outcomes from the current
governance process are evaluated and reported in the Annual
Governance Statement.

13 To address the Accounts and Audit Regulations requirement, an
assessment of Internal Audit has been carried out and is presented for
consideration by those charged with governance.

Detailed Review

14 A dedicated Internal Audit Service forms part of the system of Internal
Audit in the Council. The Service is part of the Resources Service
Grouping. ltis led by the Chief Internal Auditor and Corporate Fraud
Manager. It has strong links with the Risk, Insurance Claims and
Corporate Fraud and works closely with others across the Council
tasked with governance, assurance and risk management. Whilst part
of a wider service, it retains its own identity as Internal Audit for the
Council.

15  The Chief Internal Auditor and Corporate Fraud Manager reports
directly to the Corporate Director of Resources but also has direct
access to the Chief Executive and the members of the Audit Committee.
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17

18

19
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At the start of 2019/20 the team comprised of 18 approved posts
(16.35FTE) plus the Chief Internal Auditor and Corporate Fraud
Manager. This team delivered work for the Council as well as work for
external clients including the Pension Fund, Durham Police, Durham
and Darlington Fire Authority, Peterlee Town Council, Spennymoor
Town Council, Horden Parish Council, Shotton Parish Council and
Trimdon Parish Council.

The Vision and Strategy for Internal Audit is described in the Annual
Internal Audit Plan and Strategy, the Internal Audit Service Terms of
Reference (TOR) within the Internal Audit Charter and it outlines the
status of the Section in context with the organisation and defines the
principles of how the service operates. The TOR provides appropriate
arrangements to ensure that the Service is sufficiently independent and
objective and that there is access to all information and people required
to discharge its responsibilities. The requirements of the Public Sector
Internal Audit Standards (PSIAS) are reflected in the Internal Audit
Charter.

Arrangements for investigation work are defined in the Council’s policies
and procedures for Counter Fraud and Confidential Reporting
(Whistleblowing) and these are reported to Corporate Management
Team and the Audit Committee in the Protecting the Public Purse
update reports. The Council’'s Corporate Fraud Team conduct this
work.

Resourcing, Qualifications and Experience

Audit work was actively managed within the resource available and
progress toward delivery reviewed regularly. The focus was maintained
on clear scoping and coverage for assurance activity; timing of work
and availability of clients; and control over the allocation of resources for
investigation referrals and in-year requests for support. Alternative
means for gaining assurance were assessed and used where
appropriate to support audit opinions. Progress and outcomes were
regularly reported to Clients, Service Grouping Management Teams,
Corporate Management Team and to the Audit Committee.

The audit plan was delivered at the year end, with a minimum need to
carry forward audit work from 2019/20 into next year except where draft
reports still require management responses to enable final reports to be
issued or where services have asked for timings and/or scope changes
in work. Some work was deferred following review of the audit plan and
these have been agreed at the Audit Committee throughout the year.
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22

23

24

The structure of the service reflects the configuration of the Council at
Corporate Director level and allows for close client liaison during the
year. ltis the intention that auditors continue to develop knowledge and
client relationships. Where possible auditors will continue to work with
similar service groupings to that of 2019/20 in order to offer an element
of continuity for clients with whom we have built constructive
relationships. We consider this approach continues to be successful in
building a better understanding of the Council and its business needs
and objectives and the service continues to receive positive feedback
from management on this approach. There has been a need for
employee rotation for development purposes and to maintain objectivity,
this is continually reviewed.

The service enables the objectives of Internal Audit to be more clearly
articulated through the service planning process and is demonstrated in
service plans. Key priorities, options for development and service
delivery, service objectives assessments of performance and workforce
plans are encapsulated in the annual Internal Audit Plan. Shared
intelligence and some joint working has been undertaken to improve the
assurance and support services offered to Service Groupings and
Schools while maintaining Internal Audit’s distinct identity.

The training and development within the division encourages
development through the Chartered Institute of Public Finance and
Accountancy (CIPFA), the Institute of Internal Auditors (lIA), the
Association of Accounting Technicians (AAT) and Continuing
Professional Development (CPD).

During the year, one auditor has progressed their IlA studies, whilst the
two apprentices who are enrolled on the AAT have passed all of the
examinations they have sat. All other employees hold at least one audit
qualification. For CPD all employees have access to and attended
events selected from internal and external training events. Formal
internal CPD sessions are held for all employees with individuals
keeping records of their CPD based on their professional requirements.
A training plan for the coming year is being constructed based on needs
for the service, linked to the service improvement plan and individual
appraisals training plans.
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25  The following information about qualifications and experience of
employees available for audit work demonstrates the experience and
qualification mix.

Experience 2018/19
ies Public
Auditin
Ex::riten?:e Sec_:t_o r
Auditing
0 0 0
1to 5 Years ‘ 1 ‘ 5 ‘ 1 ‘ 5 ‘
510 10 Years 0 0 0 0
| Over 10 Years | 18 | 95 | 18 | 95 |
9

Qualifications

Accountants (CCAB) 6
Institute of Internal Auditors 1
Institute of Internal Auditors — Training 1
1
9
1

Certified Information System Auditor
Association of Accounting Technicians

Association of Accountini Technicians — Trainini

26  The level of experience of audit employees was increased in year with
skills level available remaining high based on the substantial number of
employees with over 10 years’ experience and competencies in specific
areas.

27 At 31 March 2020 the Service has no vacant posts. This is reflected in
the audit plan proposed for 2020/21.

Conformance with UK Public Sector Internal Audit Standards (PSIAS)

28 Internal Audit completed a self-assessment against the key elements of
the PSIAS (2017) using the Local Government Application Note. For
2019/20 this demonstrated that the Section was conforming to the
Code’s requirements.

29  All employees comply with the ethics requirements (as described in
PSIAS) in relation to the professional role of an auditor. All employees
provided an annual declaration of interests for consideration to enable
management to ensure that there was enough information to address
any potential conflicts of interest which arise during audit activities.
Employees are obliged to raise any conflicts or issues with
management during the year. Records are maintained for this.
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Quality of audit work was actively managed in year and the
achievement of quality standards enabled the Chief Internal Auditor and
Corporate Fraud Manager to confirm work has been completed in
conformance with PSIAS. Individual audits had agreed and clear
scope; activity was reviewed and assessed for its effectiveness and
quality during and after completion of work; and customer feedback was
received from post audit questionnaires.

Liaison with the External Auditor in year was productive and the two
services continue to share information and to use this to inform risk
assessments and to direct audit activity.

Ensuring the Effective Prioritisation of Internal Audit Work

Prioritisation of the work of the Service is achieved by the development
and delivery of an annual risk-based audit plan. This describes the
assurance plans for the Service and includes capacity for flexibility to
adjust to changing circumstances and for demand led and urgent work if
appropriate. The plan is based on a mix of different types of audit and
work to ensure that assurance over the systems of governance, risk
management and internal control is obtained from a number of different
directions and sources.

The Service’s methodology for establishing audit priorities is aligned
with governance and risk management systems. Audit plans are
developed through an assessment of risk and assurance needs and are
linked to the PCVC’s and Constabulary’s overall objectives.

It is considered that the 2019/20 Internal Audit Plan represented a
reasonable view of critical areas for audit review and assurance needs
when it was constructed and agreed with Senior Management and the
Audit Committee. It was based on reasonable estimates of available
resources and with management requests and fraud investigations and
referrals. An emergent Internal Audit Plan was provided to the Audit
Committee in February 2019 and the final internal Audit Plan for
2019/20 was presented to Audit Committee on 31 May 2019.

Performance Measures

Performance Management of the Section and for individual auditors is
focused on deployment of auditor time to best effect. This has three
main elements related to how much time is spent auditing, completion
of audits within set timescales and effectiveness of time deployed. The
key deliverable for the Section is the completion of the Internal Audit
Plan within the year.
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Performance and progress are monitored through Key Performance
Indicators (KPIs). These are agreed with the Audit Committee as part
of the Internal Audit Charter. And allow for benchmarking to assess
effectiveness. Comparative figures are used to consider areas for

closer review.

The key performance measures for the Section over the last 12 months

are:
Measure of Actual as at 31
KPI Assessment Target March 2020
Planned audits % of plan achieved. 90% 98%
completed
Timeliness of Draft | % of draft reports 90% 80% (98 out of
Reports issued within 30 122)
Calendar days of
end of
fieldwork/closure
Timeliness of Final | % of final reports 95% 100% (122 out of
Reports issued within 14 122)
Calendar days of
receipt of
management
response
Recommendations | % of 95% 100%
agreed Recommendations
made compared
with
recommendations
accepted
Post Audit % of customers 100% 100%
Customer Surveys | scoring at least 3
out of 5
Customers % of customers 70% 79%
providing feedback | returning
responses satisfaction returns

There continues to be a positive response to customer satisfaction
returns and positive feedback on a number of specific assignments,
which is reflected in the customer satisfaction questionnaires.

The issuing of draft reports is an assessment of the timeliness of the
audit activity from the completion of a piece of work to the issuing of a
draft report for consideration and response. This has been consistent
with previous years with all reports being issued within the set
timescales. Delays are largely consigned to school reports where
clients are unavailable due to holidays etc.
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No concerns have been raised in relation to the application of
professional standards for audit work and there have been no formal
complaints.

Implementation of Recommendations

The process for monitoring implementation of recommendations
continues to build on improvements last year and there are good levels
of engagement from all services across the Council. Working closely
with managers allowed for greater understanding of the challenges
faced and in ensuring practical recommendations were made and
alternative solutions considered in order to address risk.

Internal Audit continues to engage with the Council’s quarterly reporting
process and deliver regular quarterly reports to Service Grouping
Management Teams and to the Corporate Management Team. This
process has ensured that time is targeted on key issues and that
appropriate support and advice is offered at the right time.

The Audit Committee are provided with regular updates from the
Section during the year and have the opportunity to challenge progress
and outcomes. This includes asking senior managers to provide
updates as necessary where there is felt of be a significant risk or
concern. This process has provided an effective method for obtaining
assurance during 2019/2020.

Audit Committee

The system of Internal Audit includes the role of the Audit Committee
and in particular its role in the receipt and evaluation of audit reports,
both in terms of assurance opinions and in the ensuring that appropriate
arrangements are in place for the delivery of an effective service. The
arrangements for the Audit Committee remained the same during
2019/2020.

Audit Committee request reports from management in response to
issues raised in within Internal Audit reports, demonstrating the positive
steps being taken by the Committee to seek assurance over actions
being taken to respond to concerns.

A review of effectiveness of the Audit Committee in line with CIPFA
Publication — Practical Guidance for Local Authorities and Police 2018
Edition that sets out CIPFA’s guidance on the function and operation of
audit committees in local authorities was carried out and endorsed by
the Audit Committee at its meeting on 31 May 2019. This assessment
demonstrated that the Committee is performing in line with
recommended guidance.
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Summary and Key Priorities

The service continues to build on its strengths and enhance its
reputation. Service delivery remains a key priority in support of the
Council’s priorities and to help identify and address any risks to the
delivery of corporate objectives. The service is on track to deliver a
comprehensive plan for the year and it is considered that it has a sound
base for carrying out its audit activities and meeting its objectives to
provide audit assurance and advisory support to the Council.

Contact: Paul Bradley Tel: 03000 269645
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Appendix 1: Implications

Legal Implications

The Accounts and Audit Regulation 2015 (Part 2, Section 5) states a relevant
authority must undertake an effective internal audit to evaluate the
effectiveness of its risk management, control and governance processes,
taking into account public sector internal audit standards or guidance.

Completion of the review of the effectiveness of internal audit ensures
compliance with both the Public Sector Internal Audit Standards 2017 and the
Accounts and Audit Regulations 2015

Furthermore, Internal Audit assists the Corporate Director of Resources in
fulfilling their duties under Section 151 of the Local Government Act 1972
which requires each Local Authority to make arrangements for the proper
administration of their financial affairs.

Finance

There are no direct financial implications associated with this report.

Internal Audit work has clear and direct effects, through recommendations
made, to assist in improving value for money obtained, the probity and
propriety of financial administration, and / or the management of operational
risks.

Consultation

All Corporate Directors, the Director of Transformation and Partnerships and
all Heads of Service.

Equality and Diversity / Public Sector Equality Duty

There are no equality and diversity / public sector equality duty implications as
a result of this report.

Climate Change

There are no climate change implications as a result of this report.

Human Rights
There are no human rights implications as a result of this report.

Crime and Disorder
There are no human rights implications as a result of this report.
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Staffing

The report presents the internal audit services 17.35 FTE (19 posts) and the
relevant experience within the service.

Accommodation
There are no accommodation implications as a result of this report.

Risk

The key risk is that the internal audit service is not effective. To mitigate this
risk, a defined process exists within the Service to carry out effective
performance management and as such assurance is reflected in reports to the
Audit Committee. Any issues with performance would be reported to the Audit
Committee where further action would be agreed and overseen. To provide
further assurance an external assessment is required every five years with the
last external review being completed in 2016 which delivered a positive
outcome.

Procurement
There are no procurement implications as a result of this report.
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Agenda Iltem 9

Audit Committee

29 June 2020

County Council \§

Protecting the Public Purse - Annual
Report 2019 / 2020

Report of Paul Bradley, Chief Internal Auditor and Corporate Fraud
Manager

Electoral division(s) affected:
Countywide.

Purpose of the Report

1 This report presents the Annual Protecting the Public Purse Report, to
inform Members of the work that has been carried out by the Corporate
Fraud Team during the period 1 April 2019 to 31 March 2020.

Executive Summary

2 The report provides Members with the progress that has been made by
the Corporate Fraud Team for 2019/2020 up to 31 March 2020 and
provides as update on:

(a) The work of the Corporate Fraud Team;

(b)  Action taken to raise awareness of the risk of fraud and corruption
to assist in embedding a strong counter fraud culture throughout
the organisation;

(c) Reported cases of potential fraud reported during 2019/20;
(d)  Proactive Counter Fraud work;

(e) Progress on the Council’s participation in the National Fraud
Initiative (NFI) 2018/19;

() Fraud Reporting;
(g) Fraud Training.

3 The appendices attached to this report are summarised below.
Appendix 5 and 6 marked with an asterisk are not for publication
(Exempt information under Part 3 of Schedule 12a to the Local
Government Act 1972, paragraph 3).
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(a)

(b)
(c)

(d)

(e)

Appendix 2 — Case load and values of Fraud identified for
2019/2020;

Appendix 3 — Counter Fraud Operation Plan 2020/2021;

Appendix 4 — Fighting Fraud & Corruption Locally a Strategy for
the 2020’s;

Appendix 5* — CIPFA Fraud & Corruption Tracker Durham 2019
report;

Appendix 6* — Cases of potential internal corporate fraud reported
and ongoing investigations.

Recommendations

4
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Members are asked to note the contents of the Annual Protecting the
Public Purse Report 2019 / 2020 including:

(@)
(b)

(c)

The work carried out by the Corporate Fraud Team;

The actions taken to improve awareness and the arrangements in
place for managing the risk of fraud and corruption;

Corporate Fraud Team numbers and values of fraud identified for
2019/2020 (Appendix 2);

Counter Fraud Operation Plan 2020/2021 (Appendix 3);

The Fighting Fraud & Corruption Locally a Strategy for the 2020’s
(Appendix 4).



Background

5

The risk of fraud and corruption is recognised as a strategic risk within
the Council’'s Corporate Strategic Risk Register.

The latest Counter Fraud and Corruption Strategy was agreed by CMT
and then Audit Committee in June 2018. It was reviewed during
2019/20 but did not require any changes. The Strategy will be reviewed
and updated during 2020/21 in line with the new Fighting Fraud &
Corruption Locally a Strategy for the 2020’s (Appendix 4).

The Corporate Fraud Team is responsible for:

) Developing, implementing and promoting the Council’s Counter
Fraud and Corruption Strategy, raising awareness of the risk of
fraud and corruption and advising on controls that will effectively
manage the risk;

o Investigating cases of suspected fraud and overseeing that any
investigations are completed in accordance with the Council’s
Fraud Response Plan and other Counter Fraud Policies;

o Supporting management pro-actively in the prevention and
identification of potential irregularity through membership of the
National Anti-Fraud Network (NAFN), the North East Fraud
Forum (NEFF), CIPFA’s Counter Fraud Centre and directly
through the Cabinet Office’s National Fraud Initiative (NFI).

The Audit Committee is responsible for monitoring the arrangements
the Council has put in place to mitigate the risk of fraud and corruption
by seeking assurance on their effectiveness.

Corporate Fraud Team

9

10

The Corporate Fraud Team has continued to develop over 2019/20.
The team has investigated both internal and external frauds, as well as
assisting with counter fraud activity.

The work of the Corporate Fraud Team includes:
o Investigating potential council tax reduction fraud;

. Investigating potential single person discount fraud and other
council tax frauds;

o Investigating potential business rates fraud;

o Investigating potential employee fraud;
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Investigating potential fraud in schools;

Investigating potential abuse of blue badges, working with
colleagues from Regeneration and Local Services;

Investigating potential direct payments fraud, working with
colleagues from Adult Health Services;

Investigating potential insurance fraud;
Investigating grant fraud;
Investigating procurement fraud,;

Investigating serious data breach cases where the Information
Commissioners Office will be notified;

Coordinating and investigating reports from the National Fraud
Initiative (NFI);

Creating stronger partnership working and a multi-agency
approach to tackle organised crime and fraud and corruption by
having a member of the Corporate Fraud Team working
alongside Durham Constabulary;

Working with Believe Housing and Livin Housing to investigate
potential tenancy fraud;

Working with Karbon Homes, Livin Housing, Bernicia Homes and
Gentoo Homes to investigate potential right to buy and right to
acquire fraud and verification checks;

Membership of the CIPFA Counter Fraud Centre, attending
Round Table Events and forums to gain best practice;

Working with colleagues in People and Talent Management to
review and support disciplinary investigations;

Working with colleagues in People and Talent Management and
Corporate Complaints Unit to review employee complaints;

Single point of contact (SPOC) for housing benefit fraud for
information sharing with the Department for Works and Pensions.



Counter Fraud Awareness

11 A summary of the counter fraud awareness initiatives progressed in
2019/20 are as follows:

o A continued review of the Corporate Strategic Risk into Fraud &
Corruption has been completed, with an action to develop a
Fraud Risk Register embedded within each Service grouping;

) Attendance at Durham Constabulary’s quarterly Serious and
Organised Crime Disruption Panel,

o Attendance at Durham Constabulary’s Gold Command Group;

o Fraud awareness training has been delivered to high risk areas
during 2019/20. Fraud Awareness is an ongoing action included
within the Fraud Operational Plan to be delivered on an annual
basis;

o Fraud awareness is incorporated into the induction process for
new employees. Employees are directed to Counter Fraud pages
and Policies on the intranet;

o As part of the annual review of the Recruitment and Selection
Policy, a fraud declaration is included to act as a deterrent. It has
been agreed for employee data to be reviewed and matched
against Durham Constabulary’s Organised Crime Group (OCG)
data;

o A number of warnings have been received from the National Anti-
Fraud Network (NAFN) regarding a range of frauds and scams
against Councils and schools. All warnings are communicated to
the relevant service areas and publicity to warn our customers;

o To help reduce the potential risk to schools within the County,
details of the common frauds and scams, and how to avoid them,
have also been made available on the school extranet and in
school newsletters;

) DCC is a member of the CIPFA Counter Fraud Centre and the
North East Fraud Forum (NEFF), receiving warnings of scams
and alerts and good practice. Again, all warnings are
communicated to the relevant service areas and publicity to warn
our customers;

. The Corporate Fraud System records all scams and alerts, so
intelligence searches can be made at any time;
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A review of how scams and alerts are communicated started
during 2019/20 and should be completed during 2020/21;

The Confidential Reporting Code (Whistleblowing) is available on
the DCC website for contractors, suppliers and former
employees, as well as publicity for current employees being
included on the intranet;

The Corporate Fraud Sanction Policy is publicised on the DCC
website acting both as a deterrent and allowing us to pursue
fraudsters. This policy sets out what actions will be taken with
fraud and the sanctions available to dispose of offenders. Since
the policy was approved, we have had 30 prosecutions and
sanctioned 42 cases.

A continued review of Durham County Council’s website relating
to fraud and the reporting methods has been carried out, with
new pages added to the landing page www.durham.gov.uk/fraud;

The Counter Fraud and Corruption Strategy, the Fraud Response
Plan, the Confidential Reporting Code, the Corporate Fraud
Sanction Policy and the Anti Money Laundering Policy have all
been reviewed during 2019/20, with no changes required. All the
documents are available on both the DCC website and on the
DCC intranet, under the ‘Counter Fraud Awareness’ section;

Training, which includes counter fraud guidance, is included in
the Governor Training Booklet. We provide one course every
school term, therefore three are provided annually;

The Corporate Fraud System is maintained for all reported cases
of fraud, which is then reported to Service areas and Audit
Committee;

The CRM corporate fraud reporting form has continued to be the
most popular reporting method from the public. During 2019/20,
279 referrals have been made using this access channel, which is
24% of the overall referrals reported.

The Fraud Communications Strategy and delivery programme
has continued throughout 2019/20, with various forms of publicity
and communications. Further details of this is included below;

A review of the Employee Code of Conduct (CCE) declarations is
ongoing, which is considering a new electronic process.



12

13

14

15

16

17

18

The Counter Fraud Operational Plan 2019/20 was implemented and
monitored throughout the year. A new Counter Fraud Operational Plan
has been developed for 2020/21, which is shown as Appendix 3. The
plan will continue to be monitored every four weeks, so that progress
can be effectively managed.

A programme for managers is included within the Corporate Training
Programme and includes Fraud Awareness. Regular sessions are held
which includes as many as managers as possible to alert them to the
risk of fraud as an organisation and in their respective service areas.

Durham County Council signed up in May 2019 to a joint counter fraud
initiative with the Department of Works and Pensions (DWP) local fraud
investigators. The joint counter fraud initiative involved DWP local fraud
teams, working together with council fraud teams, carrying out joint
criminal fraud investigations of Council Tax Reduction Scheme (CTRS)
and Social Security benefit fraud.

During 2019/20 there have been a total of six cases jointly investigated.
Five cases have been closed with no fraud and one is still ongoing. It
was expected that the joint working initiative would increase the number
of investigations, prosecutions, sanctions and the value of savings to
the authority. Sadly, this has not been the outcome to date, and we will
be reviewing the joint working initiative during 2020/21 to determine if it
is worthwhile continuing.

The fraud campaign has progressed during 2019/20, with the continued
key messages to ‘fight fraud together’ and ‘stamp out fraud’ asking
residents, stakeholders, Members and employees to ‘help stop fraud
and report it’.

Awareness of the campaign has continued to be delivered via press
releases, on social media, internal and external communications, the
DCC website and at our Customer Access Points. We have refreshed
our promotional materials to advertise around the county at DCC
venues and finalised a fraud awareness video for social media and to
include on the screens at our Customer Access Points.

The Fraud Communication Strategy is a live document, with further
internal and external communications being developed and will be rolled
out during 2020/21, with the plan to keep our awareness refreshed and
ongoing, especially as ‘fraud doesn’t stop’.

Page 81



Reported Cases of Potential Fraud and Irregularity
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The Fraud Response Plan, which underpins the Counter Fraud and
Corruption Strategy, requires that cases of attempted, suspected or
proven corporate fraud or irregularity reported to service managers
must be reported to the Chief Internal Auditor and Corporate Fraud
Manager when they are identified or raised.

A register is maintained by the Chief Internal Auditor and Corporate
Fraud Manager of all suspected cases of fraud reported, whether or not
the matter is investigated by them. The register is maintained on the
Council’'s Corporate Fraud System and identifies all different types of
fraud, both internal and external.

The maintenance of these records is essential to monitor the impact of
fraud on, and within, the Council, as a measure of the effectiveness of
the Counter Fraud and Corruption Strategy.

Cases are also monitored to identify any potential trends and/or
potential weaknesses in the control environment that may require
further action or attention.

A summary of the potential cases of internal corporate fraud reported
each of the last five years is as follows: -

Financial Year Number of Cases

2015/16 33
2016/17 58
2017/18 40
2018/19 30
2019/20 37

Referrals in 2019/20 have increased in comparison to the previous year.
It is expected that this is due to further awareness of the Corporate
Fraud Team and working with new service areas. With further fraud
awareness planned during 2020/21, including the continuation of
publicising the Confidential Reporting Code, this will continue to
encourage cases to be reported.

A summary of ongoing cases from previous years, and cases reported
in 2019/20, together with the outcomes from any subsequent
investigation, are shown as Appendix 6 within Protecting the Public
Purse Annual Report (Part B).



26  As with all fraud investigations carried out, where weaknesses in control
are identified, recommendations are made to minimise the risk of repeat
cases. Where applicable, and where patterns emerge, this helps inform
the Internal Audit Plan and potential proactive fraud work in the future.

27 A summary of the potential cases of external corporate fraud reported
and investigated since 2015/16 is as follows: -

Financial Number of Number of Actual Notional
Year Referrals Cases Outcome Outcome
Investigated Values VEVED
2015/16 804 744 £1,726,802 Not Recorded
2016/17 803 364 £793,331 Not Recorded
2017/18 1,041 659 £796,691 Not Recorded
2018/19 978 481 £1,344,290 Not Recorded
2019/20 1,156 721 £3,569,089 £64,888
Totals 4,782 2,969 \ £8,230,203 £64,888

28  All reported figures have increased during 2019/20 compared to
2018/19. Referrals and the number of investigations has increased, with
the fraud campaign, continued fraud awareness and awareness of the
corporate fraud team and our partnership working, believed to be the
main contributory factors.

29  The value of the fraud outcomes for 2019/20 has increased significantly.
This is due to the partnership work with Believe Housing, Gentoo
Homes, Karbon Homes and Livin Housing, especially the right to buy
verification/money laundering checks and the savings involved.

30 These partnerships, as well as others, have also allowed the team to
commercialise and bring in an income. During 2019/20 the team income
was circa £100,000.

31 During 2019/20 a notional value was measured and introduced within
the team’s performance indicators. These values calculate the
preventative amount, that a fraud investigation has saved, that would
have continued to be paid. The methodology and calculations that are
used are from both a national report by the Cabinet Office and using our
own methodology with costs for DCC.

32 A summary of the Corporate Fraud Team case load and values of fraud
cases identified during 2019/20, are shown as Appendix 2.
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Proactive Counter Fraud Work
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Across the year, a number of proactive counter fraud initiatives have
been completed, including:

The continuation of the North East Tenancy Fraud Forum
(NETFF), with the Fraud Manager as joint chair;

The continuation of the North East Regional Investigation Officers
Group (NERIOG), with the Fraud Manager as the chair. The
objectives and functions of the group are to review good practice
information and guidance, promote awareness and understand
fraud risks across the region, to develop joint working and data
sharing to tackle these fraud risks, to coordinate regional projects,
to review training requirements as a group and to develop a
network of key contacts;

Further development of the Corporate Fraud System data
warehousing software, which allows localised data matching and
intelligence led investigations. New datasets have been included
during 2019/20;

The partnership work with Durham Constabulary allows for data
matching to be done against specific council datasets against
police OCG data. The partnership has also allowed for direct
access to Police intelligence systems to assist with the Corporate
Fraud investigations;

The continuation of the Blue Badge Enforcement Group (BBEG)
with one of the Corporate Fraud Investigators as chair. This group
is attended by parking Services, Adult Health Services and the
Corporate Fraud Team. The terms of reference of the group is to
develop joint working and data sharing, promote awareness,
share best practice and knowledge, and tackle fraud and misuse
as a joined-up authority;

The Corporate Fraud Sanction Policy has allowed us to dispose
of 6 prosecutions and 16 sanctions during 2019/20;

Progress has continued to develop the North East Regional fraud
data hub, with Durham being the lead authority. This will assist
with cross boundary intelligence and data matching, allowing us
to tackle fraud on a regional level with Gateshead Council and
Newcastle City Council;



o The Regional Hub is being developed under the Digital Economy
Act and will be one the first fraud pilots for local authorities once
this goes live. It is hoped to get ministerial approval September
2020;

o A three-year Strategic Partnership is continuing with both Believe
Housing Group and Livin Housing, for the Corporate Fraud Team
to deliver Tenancy Fraud work for both organisations;

o A Strategic Partnership with both Karbon Homes and Bernicia
Homes is continuing for the Corporate Fraud Team to deliver right
to buy and right to acquire verification checks and any potential
money laundering fraud;

o Two pilots with Gentoo Homes and Livin Housing has been
entered into for the Corporate Fraud Team to deliver right to buy
and right to acquire verification checks and any potential money
laundering fraud;

National Fraud Initiative (2018 / 2019)

34  The National Fraud Initiative (NFI) is the Cabinet Office’s data matching
exercise that runs every two years. Data from various Council systems
was submitted in October 2018 and was matched across systems and
against data submitted by other organisations to identify potential fraud
and / or error.

35 It has been acknowledged by the Cabinet Office that, due to the quality
of the data in the host systems, the resulting data matches will be of
differing quality. In addition, due to the number of matches identified, it
may not be possible to investigate all the matches produced.
Consequently, organisations are expected to review their data matches
to determine priorities for investigation.

36  On comparison to previous years, the exercise hasn’t generated as
much value. This could be due to service areas already doing their own
proactive work and the timing differences between submitting data and
receiving the results.

37  The National Fraud Initiative is also carried out by DCC on behalf of
Durham Constabulary and Durham & Darlington Fire & Rescue.

Fraud Reporting

38  Fraud data has continued to be provided in respect of surveys for the
CIPFA Counter Fraud Centre.
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A specific CIPFA Counter Fraud and Corruption Tracker report for DCC
was published in December 201 and is attached for the Committees
reference at Appendix 5. The report compares DCC data with other
similar types and tiers.

As part of NERIOG, a benchmarking document has been agreed that
will be used to show a regional position, allowing Durham to benchmark
against neighbouring authorities in the region.

Fraud transparency data has continued to be reported on the website
as part of the Local Government Transparency Code 2015.

DCC has volunteered to support the new Fighting Fraud and Corruption
Locally Board and is named in the new Fighting Fraud and Corruption
Locally a Strategy for the 2020’s, as a best practice authority.

The Corporate Fraud Team has continued to benchmark with its Local
Performance Indicators as part of the Performance Management
Framework of the Service.

Fraud Training

44

45

46

47

48
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Two members of the Corporate Fraud Team have successfully
completed their studies with the Association of Accounting Technician
(AAT) Level 4 qualification.

A Durham Managers programme is included within the Corporate
Training Programme and includes Fraud Awareness. Regular sessions
are held to include as many managers as possible to alert them to the
risk of fraud in their respective service areas.

It has been agreed that all members of the Corporate Fraud Team will
complete the new Accredited Counter Fraud Specialist qualification,
showing the continued commitment within DCC to protect the public
purse. Two members of the team are already qualified, with one
member of the team part way through her qualification. Five members
of the team are already Professional in Security accredited counter
fraud specialists.

The Corporate Fraud Officer has attended numerous conferences and
seminars this financial year to assist with the team’s continuing
professional development.

Two apprentices started employment in September 2018, once within
the Corporate Fraud Team and the other within Internal Audit. Both
apprentices are doing the AAT as part of their three-year
apprenticeships.



49  The Corporate Fraud Team has joined in partnership with ITS Training
(UK) Limited, a specialist fraud training provider, for DCC to be a
training venue. The Corporate Fraud Team has benefitted by receiving
free places on training courses and save costs not having to travel to
other venues outside Durham.

Background papers

. None.

Other useful documents

o None.
Contact: Paul Bradley Tel: 03000 269645
Steven Graham Tel: 03000 260776
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Appendix 1: Implications

Legal Implications

Governance procedures in place, (particularly the Counter Fraud & Corruption
Strategy, Contract Procedure Rules, Financial Procedure Rules, Codes of
Conduct and the Confidential Reporting Code), supported by a robust audit
programme of counter fraud awareness measures and assurance reviews will
assist the Council in complying with anti-corruption law, in particular the
Bribery Act, and also serves to reduce the risk of reputation damage and
financial loss by litigation.

Finance

Loss to the Council arising from fraudulent actions. The cost of the Corporate
Fraud Team is £201,891 and in 2019/20 has recovered or intercepted
£3,569,089 of potential fraud. Since the set-up of the Team in June 2015 the
team have recovered or intercepted £8,230,203. Some of the work of the team
is also not measured and therefore does not have a value that can be
calculated.

Consultation

There has been no need for consultation to be undertaken as a result of this
report.

Equality and Diversity / Public Sector Equality Duty

There are no equality and diversity / public sector equality duty implications as
a result of this report.

Climate Change
There are no climate change implications as a result of this report.

Human Rights
There are no human rights implications as a result of this report.

Crime and Disorder
Fraud is a criminal offence as defined by the Fraud Act 2006.

Staffing

Potential for disciplinary action to be taken against employees where fraud
has been proven.
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Accommodation
There are no accommodation implications as a result of this report.
Risk

The risk of fraud and corruption is recognised as a corporate strategic risk. An
effective counter fraud strategy is a key control in helping to mitigate the risk.

Procurement

There are no procurement implications as a result of this report.
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Notes:

Corporate Fraud Team Results Appendix 2
2019 - 2020
Referrals Referrals Referrals | Investigations OUTCOMES
Fraud Type Total Accepted Rejected Closed Frauds Prosecutions Sanctions
No. No. No.
Adult Care 5 2 3 1 0 -
Financial
Assessment
Blue Badge 60 38 22 37 7 5 8 26,680.00
Council Tax 42 9 33 15 6 14,168.63
(other)
Council Tax 150 108 42 137 45 1 8 54,260.47
Support
Data Breach 3 2 1 3 -
Direct 6 5 1 4 1 6,689.85
Payments
Employee 37 37 0 23 15 105,543.00
Funding/Grant 2 2 0 1 0 -
Housing 1 1 0 1 1 114,563.18
Benefit
Insurance 26 22 4 21 6 160,408.00
Irregularity 10 3 7 3 1 -
NNDR 26 2 24 2 0 5,000.00
Procurement 4 4 0 2 1 85,022.78
Right to Buy 307 295 12 251 112 2,678,187.40
Schools 1 1 0 0 0 -
Single Person 164 130 34 125 48 63,682.90
Discount
Tenancy 102 91 11 95 30 319,770.00
External 210 0 210 0 0 -
3,633,976.21

Employee/lrregularity cases don’t always have values — we are only recording financial monetary values at present i.e. theft.
Employee/Irregularity cases also includes non-Corporate Fraud Team cases.

External referrals are cases that are not for the Corporate Fraud Team and referred onto the Police, DWP, HMRC etc. and some of these may be prosecuted/sanctioned by the external body.
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COUNTER FRAUD OPERATIONAL PLAN

Task Responsibility. Planned Actual Comments
Completion Date Completion
Date
1) Annual review and publication of: Fraud Manager / Chief 31/03/2021
¢ Confidential Reporting Code Internal Auditor & Corporate
e Counter Fraud & Corruption Fraud Manager
Strategy
e Fraud Response Plan
e Money Laundering Policy
e Fraud Sanction Policy
2) Annual review of Counter Fraud Fraud Manager / Comms 31/03/2021
pages on the Internet and Intranet. | Team
3) Annual submission of Fraud Fraud Manager 30/06/2020
Transparency data.
4) Fraud Awareness: Fraud Manager / Corporate 31/03/2021
e Service fraud awareness Fraud Team
delivered to high risk areas
e Consider and review a
corporate e-learning fraud
awareness training system
¢ Introduce a process to alert all
relevant service areas of fraud
risks alerts
e Review fraud awareness at
induction within recruitment
and selection
5) Completion of all benchmarking Fraud Manager 30/06/2020

exercises in which we participate;

- CIPFA Tracker
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COUNTER FRAUD OPERATIONAL PLAN

Task

Responsibility.

Planned
Completion Date

Actual
Completion
Date

Comments

6)

To review and develop a process
for reporting all frauds recorded on
the CFS to the relevant Service
Grouping

(no longer included in the
quarterly audit reports)

Fraud Manager

30/09/2020

7)

To progress the Internal Data Hub
extracts. To agree and upload the
remaining extracts into the data
warehousing.

(In total this will have 21 internal
extracts loaded into the internal
hub).

Fraud Manager

31/03/2021

8)

To review Privacy Notices and
retention guidelines.

Compliance required in the
following areas:

- Data warehouse

- Case Management System

- Extracts held on network
folders

- Recordings

Fraud Manager

31/03/2021

April 2020

Completed April 2020 Privacy Notices
Retention is fine
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COUNTER FRAUD OPERATIONAL PLAN

Task

Responsibility.

Planned
Completion Date

Actual
Completion
Date

Comments

9) To develop data analytics within
the Corporate Fraud Team using
both CFS and IDEA.

To include a proactive action plan
and timetable for potential internal
data matching/data analytics from
within all of the datasets in the
warehouse.

Fraud Manager / Corporate
Fraud Team

31/03/2021

10) To implement the Regional Data
Hub with Gateshead and
Newcastle, progressing the Digital
Economy Act route.

Fraud Manager

31/03/2021

Progressing with the Digital Economy
Act

11) To review and develop further the
Regional Data Hub.

Potential uses of hub:

Data Matching — NFI replica
Data Matching — Other
Intelligence — Internal
Intelligence — Cross
boundary

Verification Vetting

RSLs data to be included

Fraud Manager

31/03/2021

To progress as with the above
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COUNTER FRAUD OPERATIONAL PLAN

Task

Responsibility.

Planned
Completion Date

Actual
Completion
Date

Comments

12) To monitor and manage the
current tenancy fraud SLAs and
develop these further following the
end of the contract in September
2020.

Current partnerships are with:

Livin Housing
Believe Housing

Fraud Manager / Corporate
Fraud Team

Ongoing

13) To monitor and manage all RTB
verification SLAs.

Current partnerships are with:

Karbon Homes

Bernicia

Livin Housing

Gentoo (still need to finalise
contract)

Fraud Manager / Corporate
Fraud Team

Ongoing

14) Review CTRS Joint Working with
the DWP and determine whether
we should continue.

Fraud Manager / Corporate
Fraud Team

31/12/2020
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COUNTER FRAUD OPERATIONAL PLAN

Task

Responsibility.

Planned
Completion Date

Actual
Completion
Date

Comments

15) Collection and collation of
information / data required for bi-
annual reports to Audit
Committee.

Fraud Manager

Audit Committee:

Full Report for
2019/20 (June
2020)

Update Report for
2020/21 (Nov
2020)

16) Review the Partnership with
Durham Constabulary and
introduce any new innovative
ideas.

To include:

Develop OCG timetable for ‘data-
washing’ exercises

Data Sharing Agreement

Access to CFS data warehousing
New areas of work

Fraud Manager / Corporate
Fraud Team

31/03/2021

17) National Fraud Initiative 2020/21.

Fraud Manager / Corporate
Fraud Team

31/03/2022

18) Develop a Fraud Risk Survey and
Operational Fraud Risk Register.

Fraud Manager / Principal
Risk Officer

31/03/2021
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COUNTER FRAUD OPERATIONAL PLAN

Task

Responsibility.

Planned
Completion Date

Actual
Completion
Date

Comments

19) Continue to chair and develop the
North East Regional Investigation
Officers Group (NERIOG), the
North East Tenancy Fraud Forum
(NETFF) and the Fighting Fraud
and Corruption Locally (FFCL)
Regional Rep and Operational
Board member.

Fraud Manager

Ongoing

20) Progress and further develop the
Fraud Communication Strategy
into 2020/21.

To include:
Internal/Employee Fraud
Schools

Any new fraud risks
Continue with themed areas
already included

Fraud Manager / Comms

Ongoing

21) Monitor team performance against
the (a) Fraud Performance
Framework and review if all (b)
Performance Indicators are still
relevant.

Fraud Manager

31/03/2021

22) To review and develop the
Counter Fraud Apprenticeship and
review possibility of Durham as a
Cohort and Regional lead.

Fraud Manager / Chief
Internal Auditor and Corporate
Fraud Manager

31/08/2020
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COUNTER FRAUD OPERATIONAL PLAN

Task Responsibility. Planned Actual Comments
Completion Date Completion
Date

23) To develop the Financial Fraud Manager / Corporate 31/12/2020

Investigators Role and embed this | Fraud Team

within the Team.

(If this is successful to then review

and develop the Financial

Confiscator Role).
24) To review Durham becoming a Fraud Manager / Chief 31/03/2021

pilot and/or member of the Internal Auditor and Corporate

Counter Fraud Profession. Fraud Manager
25) To review and develop a new Corporate Fraud Team 31/12/2020

Prosecution File Standard and
Procedure.
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Foreword

— Richard Waltts

Since the first strategy was
produced in 2011 councils

have faced significant financial
challenges. Councils have
innovated, collaborated and
prioritised in order to meet the
financial challenge and to protect
front line services. Tackling the
threat of fraud and corruption

has been and continues to be a
cornerstone of protecting council
finances and enabling them to
maximise the value of every pound
spent on behalf of local residents.
Every pound siphoned off by a fraudster is a pound that
cannot be spent on services where they are needed.
Councils need to be vigilant. Councils have a good

record in countering fraud and the strategy contains
numerous case studies and examples of successes.

As the strategy highlights, it is estimated that about
one in three of all crimes committed nationally is fraud
based and fraudsters are always seeking new ways to
take money. The strategy also highlights that potential
losses to fraud could run into hundreds of millions or
even billions of pounds if preventative action is not

taken. Councils need to be agile and work together
with national agencies and the Government to respond
to new fraud threats, to prevent losses and to protect
vulnerable people in our society. Collaboration to
counter and prevent fraud is a theme running through
the strategy.

The Fighting Fraud and Corruption Locally Strategy

is an excellent example of how councils can come
together for the overall benefit of local services and
residents served. The strategy has been led by the
Fighting Fraud and Corruption Locally Board. This
Board has been described as “a coalition of the willing”.
It is a group of senior multi-disciplinary experts from
councils working together with partners, that work with
the councils on counter fraud activities. The Board is
currently chaired by a representative from the Society
of Local Authority Chief Executives (SOLACE). The
Board members and the organisations they come from
all provide their expertise on a pro bono basis, for the
benefit of the sector and to help counter fraud. The
board is supported by the LGA. In carrying out the
research to draft this new strategy, the board has run
several workshops up and down the country that have
been attended by representatives from more than 250
councils. The work of all these people is reflected in the
strategy and our thanks are due to all of them.

The strategy outlines, outlines a governance framework
for continuing national and regional collaboration on
counter fraud under the Fighting Fraud and Corruption
Locally umbrella. Section four of the strategy outlines

a practical programme and checklist for individual
councils to follow.

[ am happy to endorse this strategy on behalf of the
LGA and welcome it as an opportunity for councils to
review and further improve their counter fraud work in
the 2020s.

Cllr Richard Watts

Chair Resources Board, Local
Government Association
Leader Islington Council

Fighting Fraud and Corruption Locally
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Foreword
— Mike Haley

As the Chair of the Joint Fraud
Taskforce I am delighted to
support The Fighting Fraud and
Corruption Locally 2020 strategy
at a time when incidences of
fraud and corruption are rising
and there is an identified need
for councils and their leaders to
adopt a robust response.

Having worked as a fraud investigator [ understand the
importance of collaborative working and of having

a structure and framework that guides and governs
counter fraud and associated corruption activities.

Through working together and applying the principles
of this strategy I am convinced that, perhaps for the
first time, we have a model for true collaboration that is
so important in identifying fraudsters, often organised
groups, who seek to undermine and take financial
advantage of systemic vulnerabilities and abuse those
citizens in our community who are in themselves
vulnerable.

[ recognise the challenge that we all face in having to
balance demands on resource across essential services
at a time when funding is constrained. However, I also
recognise the important role that local authorities

and their frontline services play in tackling fraud and
corruption that are a drain on those resources. Savings
through enforcement and bringing fraudsters to justice
can be used to support our social services and can build
stronger and safer communities.

[ am convinced that this strategy is an important step
in tackling fraud and corruption that is so corrosive to
society. In my role as Chair of the Joint Fraud Taskforce
[ welcome my local authority colleagues. By working
together, [ am convinced that we can deliver a step
change in tackling fraud.

Mike Haley
Chair of the Joint Fraud Taskforce

The Joint Fraud Taskforce is a partnership between banks,
law enforcement and government to deal with
economic crime.
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Executive Summary

Fighting Fraud and Corruption
Locally 2020 is the updated counter
fraud and corruption strategy

for local government. It provides

a blueprint for a coordinated
response to fraud and corruption
perpetrated against local
authorities with the support of
those at the top.

By using this strategy
local authorities will:

* develop and maintain a culture in which
fraud and corruption are unacceptable

* understand the harm that fraud can do
in the community

* understand their fraud risk

» prevent fraud more effectively

* use technology to improve their response

» share information and resources more effectively

better detect fraud loss

* bring fraudsters to account more quickly
and efficiently

* improve the recovery of losses

* protect those at risk.

This strategy is aimed at council leaders, chief
executives, finance directors and all those charged

with governance in local authorities including those on
audit committees and with portfolio responsibility. It is
produced as part of the Fighting Fraud and Corruption
Locally initiative, a partnership between local authorities
and key stakeholders, and succeeds the previous
strategies written in 2011 and 2016. It is not ‘owned’ by
any one organisation but by the local authorities who
have given time and support to develop it. Areas of
focus for elected members, chief executives and those
charged with governance are laid out in Section 4: The
Local Response.

This partnership has been so successful it has existed
since 2010 when the research and engagement first
began.

Local authorities continue to face a significant fraud
challenge and while the official figures are dated the
argument about protecting funds and vulnerable people
remains. The National Fraud Authority estimated local
authorities face the threat of £2.1bn fraud in a year in
2013. In fact, the Annual Fraud Indicator produced by
Crowe Clark Whitehill estimates that figure may be as
high as £7.8bn in 2017, out of a total of £40.4bn for
the public sector as a whole. The Government’s
Economic Crime Plan states that the numbers of fraud
offences rose by 12% during 2018 to 3.6 million —
constituting a third of all crimes in the UK.

Every £1 that a local authority loses to fraud is £1 that it
cannot spend on supporting the community. Fraud and
corruption are a drain on local authority resources and
can lead to reputational damage and the repercussions
maybe far reaching.

Fraudsters are constantly revising and sharpening their
techniques and local authorities need to do the same.
There is a clear need for a tough stance supported by
elected members, chief executives and those charged
with governance. This includes tackling cross-boundary
and organised fraud and corruption attempts, as well

as addressing new risks such as social care fraud and
cyber issues.

In addition to the scale of losses and potential losses,
there are further challenges arising from changes in

the wider public sector landscape including budget
reductions, service remodelling and integration, and
government policy changes. Local authorities report
that they are still encountering barriers to tackling fraud
effectively, including lack of incentives, data sharing,
information sharing and powers, but also that they
require support from senior stakeholders and those in
charge of governance.

These factors do present challenges. However, this
strategy demonstrates the tenacity of local fraud
teams in continuing to lead on innovation and
collaborate and also that there is a network of local
leaders willing to support this initiative. This strategy,
then, is about creating a self-sustaining counter fraud
response for the sector.

Fighting Fraud and Corruption Locally
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Review of 2016 Fighting Fraud
and Corruption Locally Strategy

The previous two strategies

focused upon pillars of activity

that summarised the areas local
authorities should concentrate efforts
on. These were ‘acknowledge’,
‘prevent’ and ‘pursue’.

These pillars are still applicable.
During the research for this strategy
they were supported as key areas
by those who have input. However,
another two areas of activity have
emerged that underpin tenets of
those pillars. These are ‘govern’ and
‘protect’.

The pillar of ‘govern’ sits before
‘acknowledge’. It is about ensuring
the tone from the top and should
be included in local counter fraud
strategies.

Govern

Having robust arrangements and executive support
to ensure anti-fraud, bribery and corruption measures
are embedded throughout the organisation. Having

a holistic approach to tackling fraud is part of good
governance.

Acknowledge

Acknowledging and understanding fraud risks and
committing support and resource to tackling fraud in
order to maintain a robust anti-fraud response.

Prevent

Preventing and detecting more fraud by making better
use of information and technology, enhancing fraud
controls and processes and developing a more effective
anti-fraud culture.

Pursue

Punishing fraudsters and recovering losses by
prioritising the use of civil sanctions, developing
capability and capacity to investigate fraudsters and
developing a more collaborative and supportive local
enforcement response.

Local authorities have achieved success by following
this approach; however, they now need to respond to
an increased threat and protect themselves and the
community.

The second new area that has appeared during the
research recognises the increased risks to victims and
the local community:

Protect

Protecting against serious and organised crime,
protecting individuals from becoming victims of crime
and protecting against the harm that fraud can do to
the community.

For a local authority this will also cover protecting
public funds, protecting its organisation from fraud and
cybercrime and also protecting itself from future frauds.

Fighting Fraud and Corruption Locally
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Having robust
arrangements and
executive support

to ensure anti-
fraud, bribery and
corruption measures
are embedded
throughout the
organisation.

Accessing and under-
standing fraud risks.

Committing the right
support and tackling
fraud and corruption.

Demonstrating that it
has a robust anti-fraud
response.

Communicating the
risks to those charged
with Governance .

PROTECTING ITSELF AND ITS RESIDENTS

Making the best use
of information and
technology.

Enhancing fraud
controls and processes.

Developing a more

effective anti-fraud
culture.

Communicating its’
activity and successes.

° Recognising the harm that fraud can cause in the community.

Protecting itself and its’ residents from fraud.

This strategy and its tools provide ways for local
authorities to further develop and enhance their counter
fraud response by ensuring that it is comprehensive and
effective and by focusing on the key changes that will
make the most difference.

Local authorities can ensure that their counter fraud
response is comprehensive and effective by considering
their performance against each of the six themes — the
six Cs — that emerged from the 2016 research:

— Culture

— Capability

— Competence

— Capacity

— Communication

— Collaboration
Many local authorities have demonstrated that they can
innovate to tackle fraud and can collaborate effectively
to meet the challenges. Indeed, many have identified
that a reduction in fraud can be a source of sizeable
savings. There are case studies and quotes through this

document evidencing the good work that is already
happening.

This strategy

* recognises that fraud is not a victimless crime and
seeks to protect the vulnerable from the harm that
fraud can cause in the community

* calls upon senior management in local authorities
to demonstrate that they are committed to
tackling fraud and corruption

* calls upon local authorities to continue to tackle
fraud with the dedication they have shown so
far and to step up the fight against fraud in a
challenging and rapidly changing environment

* calls upon local authorities to work together to
illustrate the benefits that can accrue from fighting
fraud more effectively

* calls upon senior stakeholders to listen to the
business cases on barriers put by local authorities
in order to promote counter fraud activity in local
authorities by ensuring the right further financial
incentives are in place and helping them break
down barriers such as a lack of powers.

Fighting Fraud and Corruption Locally
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Case Study

Birmingham City Council: Acknowledge

Using data to tackle fraud

In the original Fighting Fraud Locally 2011
Birmingham City Council was cited as good
practice for setting up a data warehouse and
protecting public funds. BCC continues to put fraud
at the top of the agenda.

BCC has used a well-established, sophisticated data
warehouse to develop an automated programme
of data matching that allows potential fraud and
error to be detected within 24 hours. This has
been particularly effective in identifying fraudulent
claims for council tax single person discounts

and fraudulent housing applications. In time BCC
expects the process to reduce the amount of fraud
or error requiring a formal investigation as it will
have been prevented or stopped almost as soon

as it began. As a result, services that are being
provided incorrectly can be stopped quickly, thus
helping to preserve resources and reduce the level
of fraud and error.

“Local authorities must ensure they
take the necessary steps to put in
place a strategy which can deliver
a response that protects itself

and its residents. Councils need
to commit adequate resources

to support that work and also
measure its progress against

that strategy. Fighting Fraud and
Corruption Locally provides the
necessary tools and ideas to
support that work.”

Trevor Scott, Chief Executive Wealden District Council
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Introduction

This strategy document is aimed primarily at council
leaders and other elected members, chief executives,
finance directors and those charged with governance
in local authorities.

As a result of lessons learned during previous
incarnations this document contains the core strategy
together with companion documents which provide
more detailed guidance on its implementation which
will be updated when necessary during the life of

this strategy. In that way there will be live documents
for practitioners to draw upon that will more readily
reflect the ever changing fraud local landscape.

We recognise that pulling together practitioners and
stakeholders to discuss these issues is a local authority
exercise and detracts from day-to-day activity where
there are limited resources in place. Therefore this
strategy will cover from 2020 onwards supported by
live companion documents.

The research for this strategy was carried out by local
practitioners and board members.

The research was commissioned by the board and
was coordinated by the secretariat.

The research consisted of:

9 n *)
S i W o W s

Individual interviews
and discussions with
stakeholders from
the counter fraud
community.

Desktop research
of publications,
legislation, and

current activity in
the landscape.

Specific interviews
with subject matters
experts.

The original Fighting Fraud Locally 2011 strategy

was launched with a series of pilots and joint working,
conferences and awards and was hugely successful.
The workshops highlighted much work being done

in local authorities that is commendable and can
prevent fraud across boundaries. Therefore, as part

of these fact-finding engagement exercises those that
attended workshops were asked to offer activity to
demonstrate the partnership as part of FFCL. Around
30 activities and events have been identified for 2020
that demonstrate some of the good practice found
during the research for this document and show that
local authorities continue to tackle fraud and corruption.
It is intended that these examples will be used to kick-
start momentum in the way that the 2011 strategy did.
In addition a number of working groups have formed
already to implement the recommendations.

The activity following the publication of FFCL 2016
was more limited. There was no formal local launch
and limited board activity. Therefore some of the issues
raised during that research still persist. Efforts have
been made to redress this during the research for this
strategy by setting in place activity to address those
persistent issues.

Nevertheless it is clear that local authorities continue to
tackle fraud, as evidenced in this strategy’s case studies
and by the appetite to take forward the issues raised
during the research and in the good practice guides.

Several new areas were raised during the research as
barriers to overcome and local authorities have already
stepped up to join together to help tackle these barriers.
As part of the engagement exercise working groups and
local authorities are already in place to begin the work
on these issues.

Fighting Fraud and Corruption Locally
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This document is divided into four sections:

Section 1 Section 2 Section 3 Section 4

The Context The Strategic Turning Strategy The Local
Response into Action Response

Sets out the nature and _ DeIivery Plan _ Appendices

the scale of fraud
losses, the argument
for measurement and
the key issues raised by

Describes the response
that is required from local
authorities to address the
challenges they are facing,

Sets out the recommen-
dations and the frame-
work for delivery.

stakeholders. identifying the activities

necessary in order to
achieve the strategic
vision.

Companion Annexes

The live companions to this strategy document set out more information on how local authorities can ensure
that their counter fraud response is comprehensive and effective. These documents may be refreshed at any
time during the life of the strategy. They are not part of the strategy but are further guidance that is changeable.
Areas they cover include fraud risks, good practice and the counter fraud local landscape.

Section 1: The Context

a) The scale of fraud and corruption

It is accepted that fraud affects the UK across all sectors
and causes significant harm.

The Office for National Statistics states that one in 16
members of the population is likely to fall victims. The
Government’s Economic Crime Plan 2019 states that the
number of fraud offences rose by 12% during 2018 to 3.6
million — constituting a third of all crimes in the UK.

The last, most reliable and comprehensive set of local
authority figures was published by the National Fraud
Authority in 2013, and indicates that the fraud threat
may have been costing the UK £52bn a year.

Within these figures the threat to local authorities
totalled £2.1bn.

More recent estimates are higher. The Annual Fraud
Indicator produced by Crowe Clark Whitehill estimated
that figure may be as high as £7.8bn in 2017 of which
procurement fraud was estimated as £4.3bn. This study
estimated that the total threat faced by the public sector
was £40.4bn.

“We do not have a wholly reliable
estimate of the total scale of
economic crime. However, all
assessments within the public
and private sectors indicate that
the scale of the economic crime
threat continues to grow.”

Economic Crime Plan 2019

Fighting Fraud and Corruption Locally
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The National Fraud Authority estimated public sector
fraud (including local government) at £20.6bn in 2013.

The National Audit Office’s Local Landscape Review
2018 estimated fraud at up to £20.3bn excluding local
government.

The estimated losses for local authorities in 2013 are

broken down in the following by identified fraud losses
and hidden fraud losses:

Estimated Local Government Fraud Loss 2013

Fraud Type Estimated loss
Housing tenancy fraud £845m
Procurement fraud £876m
Payroll Fraud £154m
Council Tax fraud £133m
Blue Badge Scheme misuse £46m
Grant fraud £35m
Pension fraud £7,1m

Annual Fraud indicator 2013

These figures do not take into account the indirect costs
of responding to and dealing with fraud and exclude
some potentially significant areas of fraud loss. The
fraud landscape has changed since 2013 as councils
have introduced new ways of working and innovative
responses to risks, while at the same time new areas of
fraud risk have appeared.

Local authorities were sceptical about current
publications on sector fraud figures and performance
as there was a plethora of different numbers with

no agreement or consensus. However, they remain
keen to develop a consistent risk and performance
methodology for the sector and for individual councils
to estimate the potential risk they face on a consistent
basis. Following the research for this strategy, a working
group has been set up to develop methodologies for the
sector to use.

b) The nature of the problem

In June 2019 the Government published its first
Economic Crime Plan and included fraud and
corruption in the definition.

The Government’'s Economic
Crime Plan 2019

What is economic crime?

To help establish our partnership, we have agreed a
common language across the public and private sectors
regarding economic crime. We have used the following
definition of economic crime to guide our efforts.
Economic crime refers to a broad category of activity
involving money, finance or assets, the purpose of
which is to unlawfully obtain a profit or advantage for
the perpetrator or cause loss to others. This poses a
threat to the UK’s economy and its institutions and
causes serious harm to society and individuals. It
includes criminal activity which:

+ allows criminals to benefit from the proceeds of their
crimes or fund further criminality

» damages our financial system and harms the
interests of legitimate business

» undermines the integrity of the UK’s position as an
international financial centre

* poses arisk to the UK’s prosperity, national security
and reputation

1.12 This definition is broader than terms such as
‘financial crime’ or ‘white-collar crime’ to provide a
holistic response to the following types of criminality:
» fraud against the individual, private sector and public
sector
* terrorist financing
* sanctions contravention
» market abuse
» corruption and bribery
» the laundering of proceeds of all crimes

For the purposes of this strategy we have retained the
terms ‘fraud’ and ‘corruption’ while recognising that
they are part of a wider agenda. The strategy has not
been re-titled ‘Economic Crime’.

Fighting Fraud and Corruption Locally
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c) Issues raised by stakeholders

During the workshops and research a number of
barriers to effective working were raised — the main
issues raised are below. Participants were asked how
they would solve these issues and there were many
ideas and opportunities presented. Local authorities
are keen to play a part and influence the outcomes.
Therefore a working group has been set up for each
of these areas to assess the evidence so far, collect
any further evidence and to report into the secretariat
for the FFCL Board to consider. There is evidence to
create an FFCL operational group from the current
FFCL representative network. Further detail on how
this will operate will be in the live Delivery Annex.

Recommendation: A single regional FFCL operational
group should be formed from the existing FFCL regional
representatives.

Fraud measurement

While recognising that the repercussions of fraud are
wider than financial it is important that councils have
an up-to-date estimate of what the figures and areas
of risk appear to be. There are a number of different
methods of calculating fraud losses, and these vary
across regions. Moreover the fraud priorities differ
across regions. External organisations present figures
to the sector but there is little or no ownership of these
within local authorities. Local authority attendees
raised this lack of independent analysis and free
benchmarking to look at areas in deep detail rather
than reported figures on numbers of referrals or cases
detected. Local authorities could use this analysis to
make the business case to tackle fraud, understand
fraud issues more closely and see a more detailed
picture across boundaries.

Recommendation: A working group on measurement
should be formed to develop a consistent risk and
performance methodology for the sector.

Local authorities have agreed to work together to build
a set of figures for use as an indicator of actual losses,
prevention measures and fraud areas. In addition this
group will look at the area of benchmarking. This work
is underway and the working group is now formed and
is in place.

Powers

Local authorities welcomed the introduction of the
Prevention of Social Housing Fraud Act (PSHFA)
and reported that it had improved accessibility to
information and intelligence.

However, some issues on powers that had been raised
previously had not been taken forward by any parties,
as the PSHFA, had and have been exacerbated by

Case Study

An employee responsible for managing
Ipswich Market and collecting stall rent

from traders was prosecuted for theft of cash
collected. The council’s finance team identified
an irregularity when it attempted to reconcile
income received to income due. The theft

was valued at £33,376 and totalled 91 thefis.
The employee was given an 18-month prison
sentence suspended for two years and ordered
to carry out 250 hours of unpaid work in the
community.

He was also ordered to pay £14,000
compensation to Ipswich Borough Council
at the rate of £400 a month.

new fraud areas such as social care fraud where local
authorities report it is difficult to obtain information.
During the research local authorities have provided a
number of examples across service areas where they
cannot obtain information or access organisations in
order to progress investigations.

There are a number of potential avenues to resolve
these issues and local authorities have themselves
suggested opportunities to resolve these. These issues
need to be explored further to identify and evidence
areas where lack of powers currently frustrate efforts
by the sector to successfully progress counter fraud
investigations. This will then enable the sector to lobby
for the additional powers required.

Recommendation: A working group on powers should
be formed.

Local authorities have agreed to work together to
identify and evidence areas where lack of powers
currently frustrate efforts by the sector to successfully
progress counter fraud activity and identify what
additional powers are required, what forms that should
take and to examine the suggestions that have been
collated. This evidence should then be used to lobby
government to grant additional powers required.

This recommendation is underway and the working
group is now formed and is in place

Incentives

Local authorities welcomed the Counter Fraud Fund
in 2015 which had been distributed by the then
Department for Communities and Local Government
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This fund was a one-off and there were good results
that are detailed on the Local Government Association
Counter Fraud Hub page. However, many local
authorities did not have the opportunity to bid and
some had lost resources. Local authorities reported
that they did not have funds to set up dedicated teams
or undertake proactive work, and offers of technology
were expensive and often duplicated existing offerings.
Local authorities have made some suggestions about
ways in which counter fraud activity may be funded.
Local authorities have put together ideas on what types
of incentives could support improved activity.

Recommendation: A working group on incentives should
be formed.

Local authorities have agreed to work together to
indicate where incentives may be required from
Government and what forms they may take and to
examine the suggestions that have been collated in the
research.

The working group is now formed and is in place and
the work is underway.

Data analytics and matching

A number of data related initiatives exist which local
authorities may take part in for example, counter

fraud hubs. At the majority of workshops it was said
that there is inconsistent advice, high pricing, lack of
discussion with suppliers and difficulty filtering out what
is useful from what is not. The National Fraud Initiative
has two products which were highlighted as useful

and these are the Fraud Hub and AppCheck. It was
also reported that there were issues with data quality,
data standards and a lack of quality assurance about
products.

Recommendation: A working group should be formed to
review existing data related initiatives available to local
authorities and recommend best practice or new ideas.

Local authorities have agreed to form a working group
to look at the area of data. A number of ideas have
been put together and the group will consider these and
what further activity is required. This group will need to
decide what is in scope for this work as the issues raised
are varied. This recommendation is underway and the
working group is now formed and is in place.

Social care issues

At most workshops the area of social care fraud

was raised. Social care fraud harms the community

and vulnerable individuals who are unable to detect
scams or fraud and are often unable to report them.
Sometimes abuse of funds by family members or carers
complicates the situation. This can include financial
abuse of vulnerable persons, not just direct payments
and personal budgets.

This area of fraud has emerged as a growing risk

since the last strategy was published. The impact of
this risk on already stretched social care services and
budgets is potentially very significant. For this reason,
organisations with relevant skills together with those
local authorities that have developed good practice
have offered to support work in this area of risk. Our
research also highlighted a number of ideas about
identifying and tackling some systemic vulnerabilities
in this area. Local authorities should ensure fraud
strategies are aligned with safeguarding responsibilities
to ensure we actively protect the most vulnerable in our
communities. Close working with social care teams will
be required with joint approaches and planning.

Recommendation: A working group on social care
fraud should be formed to look at how local fraud
strategies should align to local authorities’ safeguarding
responsibilities as well as to identify best practice in
countering risks relating to social care fraud.

Local authorities have agreed to form a working group
to look at the area of social care fraud. A number

of ideas have been put together and the group will
consider these and what further activity is required. This
recommendation is underway and the working group is
now formed and is in place.

“Investing to prevent fraud should
be one of the early steps in building
your counter fraud response. The
repercussions of fraud can be far
reaching. We have a duty to protect
residents in our communities

from fraud and we should work in
collaboration w